To,
The Committee of Experts
(under the Chairmanship of Justice B N Srikrishna)
Ministry of Electronics and Information Technology (MeitY)
Government of India
Date: 10 October 2018
Subject: Comments on the Draft Personal Data Protection Bill, 2018
Dear Members,
Thank you for giving us an opportunity to comment and critique the draft of the Data Protection
Bill, 2018. The Data Protection Bill is a critical piece of legislation for the future of our country
and its people. It is in this spirit, as citizens of the country and data principals, that we have taken
the liberty to share our heartfelt thoughts on the scope, core principles, general structural
approach and provisions of the Bill. We hope the readers will appreciate and understand our
concerns.
Tristan Harris, an ex-Google design ethicist, now co-founder of Centre for Humane Technology
says:
“once you know how to push peoples’ buttons you can play them like a piano… And this
is exactly what product designers do to your mind. They play your psychological
vulnerabilities (consciously and unconsciously) against you in the race to grab your
attention”.
The essence of what Tristan Harris is saying has been confirmed by many Silicon-Valley tech
leaders such as Chammath Palihapitiya and Sean Parker, amongst others. You need not be
personally identified to be played. You can also be targeted as a group based on factors such as
location, age bracket, gender, web browsing history, preferences etc. even by use of anonymized
or de-identified data.
In light of the abovementioned, one of our core concerns is that personal data of our citizens will
be misused in this manner.
The debate around protection of personal data is not only about protecting the personal data and
privacy of a data principal – the debate and the rage is primarily about the use of data for

unethical persuasion practices and the urgent need to protect people from such practices. We
want the data protection law of our land to address this problem with courage and conviction. In
short, the golden principle of the new data protection law should be to categorically prohibit the
use of personal data for unethical persuasion. Ethical persuasion should be understood as
anything which is good for the persuasee (data principal).
We note that principally the committee understands our concern as provisions have been built
into the Bill to protect children from such unethical practices. Given the level of literacy and
unawareness in our country, we strongly believe that it is the government’s duty to ensure that its
citizens do not become targets of unethical persuasion tactics that are widely used by data
fiduciaries and data processors around the world.

Our detailed comments on the Draft Personal Data Protection Bill are in line in blue against
specific provisions below.
We hope that our ideas, concerns and vision find place in the final draft of the Data Protection
Law.
Yours sincerely,
Akshita Goel, Ishita Bisht and Pritika Kumar

Cornellia Chambers
611, Block C1
Palam Vihar
Gurgaon- 122017
Annexure:
1. Copy of the Draft Data Protection Bill along with our comments
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THE PERSONAL DATA PROTECTION BILL,

2018

WHEREAS the right to privacy is a fundamental right and it is necessary to protect personal data as an
essential facet of informational privacy;
WHEREAS the growth of the digital economy has meant the use of data as a critical means of
communication between persons;
WHEREAS it is necessary to create a collective culture that fosters a free and fair digital economy,
respecting the informational privacy of individuals, and ensuring empowerment, progress and innovation;
AND WHEREAS it is expedient to make provision: toprotect the autonomy of individuals in relation with
their personal data, to specify where the flow and usage of personal data is appropriate, to create a
relationship of trust between persons and entities processing their personal data, to specify the rights of
individuals whose personal data are processed, to create a framework for implementing organisational and
technical measures in processing personal data, to lay down norms for cross-border transfer of personal
data, to ensure the accountability of entities processing personal data, to provide remedies for
unauthorised and harmful processing, and to establish a Data Protection Authority for overseeing
processing activities;
BE IT ENACTED by Parliament in the Sixty-Ninth Year of the Republic of India as follows: —

CHAPTER I
PRELIMINARY

1.

2.

Short title, extent and commencement.—
(1)

This Act may be called the Personal Data Protection Act, 2018.

(2)

It extends to the whole of India.

(3)

The provisions of Chapter XIV of this Act shall come into force on such date, as the
Central Government may by notification appointand the remaining provisions of the Act
shall come into force in accordance with the provisions in that Chapter.

Application of the Act to processing of personal data.—
(1)

This Act applies to the following—
(a)

processing of personal data where such data has been collected, disclosed, shared
or otherwise processed within the territory of India; and

(b)

processing of personal data by the State, any Indian company, any Indian citizen or
any person or body of persons incorporated or created under Indian law.

6.

(2)

Notwithstanding anything contained insub-section (1), the Act shall apply to the
processing of personal data by data fiduciaries or data processors not present within the
territory of India, only if such processing is —

(3)

3.

(a)

in connection with any business carried on in India, or any systematic activity of
offering goods or services to data principals within the territory of India; or

(b)

in connection with any activity which involves profiling of data principals within
the territory of India.

Notwithstanding anything contained in sub-sections (1) and (2), the Act shall not apply to
processing of anonymised data.

Definitions.—In this Act, unless the context otherwise requires, —
(1)

“Aadhaar number”shall have the meaning assigned to it under clause (a) of section 2 of
the Aadhaar (Targeted Delivery of Financial and Other Subsidies, Benefits and Services)
Act, 2016 (18 of 2016);

(2)

“Adjudicating Officer” means an officer of the adjudication wing under section 68;

(3)

“Anonymisation”in relation to personal data, means the irreversible process of
transforming or converting personal data to a form in which a data principal cannot be
identified, meeting the standards specified by the Authority.

(4)

“Anonymised data” means data which has undergone the process of anonymisation
under sub-clause (3) of this section;

(5)

“Appellate Tribunal”means the tribunal notified under Chapter XIIof this Act;

(6)

“Authority” means the Data Protection Authority of India established under Chapter X
of this Act;

(7)

“Automated means”means any equipment capable of operating automatically in
response to instructions given for the purpose of processing data;

(8)

“Biometric data”means facial images, fingerprints, iris scans, or any other similar
personal data resulting from measurements or technical processing operations carried out
on physical, physiological, or behavioural characteristics of a data principal, which allow
or confirm the unique identification of that natural person;

(9)

“Child” means a data principal below the age of eighteen years;

(10) “Code of Practice”means a code of practice issued by the Authority under section 61;
(11) “Consent”means consent under section 12;

7.

(12) “Data” means and includes a representation of information, facts, concepts, opinions, or
instructions in a manner suitable for communication, interpretation, or processing by
humans or by automated means;
Cornellia Chambers Comments: The definition of ‘data’ begins with the phrase
“means and includes”. The term ‘means’, when used to define a term implies that
the definition of such term is exhaustive; whereas use of the term “includes” implies
that the definition is not exhaustive and may include other similar situations. Use of
the words “means and includes” together makes the definition unclear and may lead
to interpretational difficulties leading to a waste of the judiciary’s time and effort.
(13) “Data fiduciary”means any person, including the State, a company, any juristic entity or
any individual who alone or in conjunction with others determines the purpose and means
of processing of personal data;
(14) “Data principal”means the natural person to whom the personal data referred to in subclause (28) relates;
(15) “Data processor”means any person, including the State, a company, any juristic entity or
any individual who processes personal data on behalf of a data fiduciary, but does not
include an employee of the data fiduciary;
(16) “De-identification”meansthe process by which a data fiduciary or data processor may
remove, or mask identifiers from personal data, or replace them with such other fictitious
name or code that is unique to an individual but does not, on its own, directly identify the
data principal;
(17) “Disaster” shall have the same meaning assigned to it underclause (d) of section 2 of the
Disaster Management Act, 2005 (53 of 2005);
(18) “Explicit consent”means consent under section 18;
(19) “Financial data”means any number or other personal data used to identify an account
opened by, or card or payment instrument issued by a financial institution to a data
principal or any personal data regarding the relationship between a financial institution
and a data principal including financial status and credit history;
(20) “Genetic data”means personal data relating to the inherited or acquired genetic
characteristics of a natural person which give unique information about the behavioural
characteristics, physiology or the health of that natural person and which result,in
particular, from an analysis of a biological sample from the natural person in question;
(21) “Harm”includes—
(i)

bodily or mental injury;

(ii)

loss, distortion or theft of identity;

(iii)

financial loss or loss of property,

(iv)

loss of reputation, or humiliation;
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(v)

loss of employment;

(vi)

any discriminatory treatment;

(vii) any subjection to blackmail or extortion;
(viii) any denial or withdrawal of a service, benefit or good resulting from an
evaluative decision about the data principal;
(ix)

any restriction placed or suffered directly or indirectly on speech, movement or
any other action arising out of a fear of being observed or surveilled; or

(x)

any observation or surveillance that is not reasonably expected by the data
principal.

Cornellia Chambers Comment: Illustrations for ‘mental injury’ due to harm should
be provided because the jurisprudence around mental injury is at a nascent stage in
India.
(22) “Health data” means data related to the state of physical or mental health of the data
principal and includes records regarding the past, present or future state of the health of
such data principal, data collected in the course of registration for, or provision of health
services, data associating the data principal to the provision of specific health services.
(23) “Intersex status” means the condition of a data principal who is—
(i)

a combination of female or male;

(ii)

neither wholly female nor wholly male; or

(iii)

neither female nor male.

(24) “Intra-group schemes” means schemes approved by the Authority under section 41;
(25) “Journalistic purpose” means any activity intended towards the dissemination through
print, electronic or any other media of factual reports, analysis, opinions, views or
documentaries regarding—
(i)

news, recent or current events; or

(ii)

any other information which the data fiduciary believes the public, or any
significantly discernible class of the public, to have an interest in;

(26) “Notification” means a notification published in the Official Gazette and the term
“notify” shall be construed accordingly;
(27) “Official identifier” means any number, code, or other identifier, including Aadhaar
number, assigned to a data principal under a law made by Parliament or any State
Legislature which may be used for the purpose of verifying the identity of a data
principal;
(28) “Person”means—
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(i)

an individual,

(ii)

a Hindu undivided family,

(iii)
(iv)

a company,
a firm,

(v)
(vi)

an association of persons or a body of individuals, whether incorporated or not,
the State, and

(vii) every artificial juridical person, not falling within any of the preceding subclauses;
(29) “Personal data” means data about or relating to a natural person who is directly or
indirectly identifiable, having regard to any characteristic, trait, attribute or any other
feature of the identity of such natural person, or any combination of such features, or any
combination of such features with any other information;
Cornellia Chambers Comments: The definition of ‘personal data’ is not clear. We
would suggest adoption of the definition given in the GDPR set out below for your
convenience:
‘personal data’ means any information relating to an identified or identifiable natural
person (‘data subject’); an identifiable natural person is one who can be identified,
directly or indirectly, in particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or to one or more factors
specific to the physical, physiological, genetic, mental, economic, cultural or social
identity of that natural person.
(30) “Personal data breach” means any unauthorised or accidental disclosure, acquisition,
sharing, use, alteration, destruction, loss of access to, of personal data that compromises
the confidentiality, integrity or availability of personal data to a data principal;
(31) “Prescribed”means prescribed by rules made by the Central Government under this Act;
(32) “Processing” in relation to personal data, means an operation or set of operations
performed on personal data, and may include operations such as collection,
recording,organisation, structuring, storage, adaptation, alteration, retrieval, use,
alignment or combination, indexing, disclosure by transmission, dissemination or
otherwise making available, restriction, erasure or destruction;
Cornellia Chambers Comments: Firstly, the meaning and relevance of the
highlighted portion is unclear. We have observed that the definition of “processing”
is nearly the same as in the GDPR, however it has not included – processing on sets
of personal data by non-automated means. We would suggest adoption of the
definition set out in the GDPR, which provides the reader more clarity and gives a
wider protection net to a data principal’s personal data.
The definition under GDPR is set out below for your convenience:
‘processing’ means any operation or set of operations which is performed on personal
data or on sets of personal data, whether or not by automated means, such as
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collection, recording, organisation, structuring, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise
making available, alignment or combination, restriction, erasure or destruction.
(33) “Profiling” means any form of processing of personal data that analyses or predicts
aspects concerning the behaviour, attributes or interest of a data principal;
Cornellia Chambers Comments: We note that profiling is used as a tool for
persuading a data principal into spending her time and attention on a subject
matter. Data fiduciaries have been seen to use profiling consciously to lead the data
principals towards specific thoughts and feelings in order to generate the desired
actions from a data principal to serve their commercial interests. More often than
not this results in the data principal acting or making decisions that are detrimental
to their own interests in an unaware and unconscious state of mind. The problem is
bigger than any other problem that we are facing today. Technology product design
thinkers around the world have realized the urgency of curbing misuse of personal
data for unethical persuasion. In their careers they have had first had experiences of
witnessing disastrous effects on populations that were targets of ‘unethical
persuasion’ through “profiling”. Having designed these processes/ technological
products/ platforms and witnessed their consequences closely they have now become
staunch advocates of limiting the use of personal data processing (which results in
profiling) only for ethical persuasion. ‘Ethical persuasion’ has been defined to mean
persuasion that is good for the persuasee (i.e. the data principal). We want the
government to deeply look into this as this aspect has been completely neglected in
the proposed law. We strongly believe that one of the core objectives of the bill
should be to ensure that personal data is not used for unethical persuasion. This can
only be achieved and implemented if heavy penalties including long term
imprisonment are prescribed for contravention of the offence of using personal data
for unethical persuasion.
(34) “Re-identification”meansthe process by which a data fiduciary or data processor may
reverse a process of de-identification;
(35) “Sensitive Personal Data”means personal data revealing, related to, or constituting, as
may be applicable—
(i)

passwords;

(ii)

financial data;

(iii)

health data;

(iv)

official identifier;

(v)

sex life;

(vi) sexual orientation;
(vii) biometric data;
(viii) genetic data;
(ix)

transgender status;

(x) intersex status;
(xi) caste or tribe;
(xii) religious or political belief or affiliation; or
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(xiii) any other category of data specified by the Authority under section 22.
Cornellia Chambers comment- We are in support of the popular view - that the
government should treat web browsing history and phone numbers as sensitive
personal data. Collection of this information should require explicit consent from
the data principal.
(36) “Significant data fiduciary”means a data fiduciary notified by the Authority under
section 38;
(37) “Significant harm”means harm that has an aggravated effect having regard to the nature
of the personal data being processed,the impact, continuity, persistence or irreversibility
of the harm;
(38) “Specified” means specified by regulations made by the Authority under this Act and the
term “specify” shall be construed accordingly;
(39) “State” shall, unless the context otherwise requires, have the same meaning assigned to
itunder Article 12 of the Constitution;
(40) “Systematic activity” means any structured or organised activity that involves an
element of planning, method, continuity or persistence;
(41) “Transgender status”means the condition of a data principal whose sense of gender
does not match with the gender assigned to that data principal at birth, whether or not
they have undergone sex reassignment surgery, hormone therapy, laser therapy, or any
other similar medical procedure.

CHAPTER II
DATA PROTECTION OBLIGATIONS

4.

Fair and reasonable processing.—Any person processing personal data owes a duty to the data
principal to process such personal data in a fair and reasonable manner that respects the privacy
of the data principal.
Cornellia Chambers Comments: This is an unclear and vague obligation. Law should set
down the parameters of what will be ‘fair and reasonable manner’ of processing of personal
data. We also suggest that illustrations should be provided in the data protection law (just
as in the Indian Contract Act) that will indicate the use cases that this data protection law
considers as ‘fair and reasonable’ processing.
Furthermore, this Act should expressly set out a template for taking consent from data
principals. This template must be used by all data fiduciaries. The consent template should
be divided into 2 parts – (i) request for consent to collect personal data necessary to perform
the contract; and (ii) request for consent to collect additional personal data.

5.

Purpose limitation.—
(1)

Personal data shall be processed only for purposes that are clear, specific and lawful.
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(2)

Personal data shall be processed only for purposes specified or for any other incidental
purpose that the data principal would reasonably expect the personal data to be used for,
having regard to the specified purposes, and the context and circumstances in which the
personal data was collected.

Cornellia Chambers Comments: In Section 5(2), use of the phrase (also highlighted in
yellow) “or for any other incidental purpose that the data principal would reasonably expect
the personal data to be used for” dilutes the protection given to a data principal under
Section 5(1) and should be deleted. What such “incidental purpose” may be is subjective
and will be misused.
The authors should give illustrations that will be indicative of the permitted scope and
nature of the intended “incidental use”.
6.

Collection limitation. —Collection of personal data shall be limited to such data that is
necessary for the purposes of processing.
Cornellia Chambers Comments: We applaud the introduction of this provision. However, a
clarification to the provision made in this Section should be given. This clarification should
expressly state that – “only such data should be collected and processed which is directly
relatable to the scope of the performance of the contract of goods or services being availed
by the data principal from the data fiduciary, or as the data principal may give his explicit
consent to through the consent template”.

7.

Lawful processing.—
(1)

Personal data shall be processed only on the basis of one or a combination of grounds of
processing in Chapter III.

(2)

Sensitive personal data shall be processed only on the basis of one or a combination of
grounds of processing in Chapter IV.
Cornellia Chambers Comments: In order to protect the interests of data principals
any processing of personal data for unethical persuasion should be expressly
prohibited and declared as an ‘unlawful purpose’ by inserting a specific provision to
this effect.

8.

Notice.—
(1)

The data fiduciary shall provide the data principal with the following information, no
later than at the time of collection of the personal data or, if the data is not collected from
the data principal, as soon as is reasonably practicable—
Cornellia Chambers Comments: It is not clear as to how data will be processed
without being collected. One possible explanation to this provision could be a
situation where personal data stored in confidential databases is required to address
a medical emergency or situation of natural disaster or break down of public order.
If this is the intention, we are of the view that the authors should clarify this point
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preferably using illustrations such as those found in the Indian Contract Act and
Indian Penal Code.
(a)
(b)
(c)
(d)
(e)

(f)
(g)
(h)
(i)
(j)
(k)
(l)
(m)
(n)

the purposes for which the personal data is to be processed;
the categories of personal data being collected;
the identity and contact details of the data fiduciary and the contact details of the
data protection officer, if applicable;
the right of the data principal to withdraw such consent, and the procedure for such
withdrawal, if the personal data is intended to be processed on the basis of consent;
the basis for such processing, and the consequences of the failure to provide such
personal data, if the processing of the personal data is based on the grounds in
section 12 to section 17, and section 18 to section 22;
the source of such collection, if the personal data is not collected from the data
principal;
the individuals or entities including other data fiduciaries or data processors, with
whom such personal data may be shared, if applicable;
information regarding any cross-border transfer of the personal data that the data
fiduciary intends to carry out, if applicable;
the period for which the personal data will be retained in terms of section 10 or
where such period is not known, the criteria for determining such period;
the existence of and procedure for the exercise of data principal rights mentioned in
Chapter VI and any related contact details for the same;
the procedure for grievance redressal under section 39;
the existence of a right to file complaints to the Authority;
where applicable, any rating in the form of a data trust score that may be assignedto
the data fiduciary under section 35; and
any other information as may be specified by the Authority.

Cornellia Chambers Comment: We want the government to ensure that the notice
includes a specific representation from the data fiduciary that any category of personal
data will not be used for unethical persuasion and that the data fiduciary understands
and agrees that technology tools used for unethical persuasion result in significant
harm to a data principal including mental injury. Further, they understand and agree
that a contravention of this representation and warranty will attract maximum penalty
prescribed under the proposed law and the government will have the right to
expropriate their investment if they are found guilty of such a contravention.
(2)

Thedata fiduciary shall provide the information as required under this section to the data
principal in a clear and concise manner that is easily comprehensible to a reasonable
person and in multiple languages where necessary and practicable.
Cornellia Chambers Comment: Data fiduciary should be required to give the notice
in at least the two official languages of India i.e. Hindi and English.

(3)

Sub-section (1) shall not apply where the provision of notice under this section would
substantially prejudice the purpose of processing of personal data under sections15or 21of
this Act.

14.

9.

Data quality.—
(1)

The data fiduciary shall take reasonable steps to ensure that personal data processed is
complete, accurate, not misleading and updated, having regard to the purposes for which
it is processed.

(2)

In considering whether any reasonable step is necessary under sub-section (1), the data
fiduciary shall have regard to whether the personal data—
(a)
(b)
(c)

(3)

is likely to be used to make a decision about the data principal;
is likely to be disclosed to other individuals or entities including other data
fiduciaries or processors; or
is kept in a form that distinguishes personal data based on facts from personal data
based on opinions or personal assessments.

Where personal data is disclosed to other individuals or entities, including other data
fiduciaries or processors, and the data fiduciary subsequently finds that such data does not
comply with sub-section (1), the data fiduciary shall take reasonable steps to notify
suchindividuals or entities of thisfact.

Cornellia Chambers Comments: Please explain the kind of platforms that you seek to cast
this obligation on, of maintaining data quality. This comment is related to the highlighted
part.
10.

Data storage limitation.—
(1)

The data fiduciary shall retain personal data only as long as may be reasonably necessary
to satisfy the purpose for which it is processed.

(2)

Notwithstanding sub-section (1), personal data may be retained for a longer period of
time if such retention is explicitly mandated, or necessary to comply with any obligation,
under a law.

(3)

The data fiduciary must undertake periodic review in order to determine whether it is
necessary to retain the personal data in its possession.

(4)

Where it is not necessary for personal data to be retained by the data fiduciary under subsections (1) and (2), then such personal data must be deleted in a manner as may be
specified.

Cornellia Chambers comment: It is not clear as to whether the exception made would
extend to longer periods of storage agreed to in a contract between a data principal and
data fiduciary.
Further, the bill also provides that the personal data must be deleted in a specified manner
but does not provide clarity on who will specify the manner of deletion.
11.

Accountability.—

15.

(1)

The data fiduciary shall be responsible for complying with all obligations set out in this
Act in respect of any processing undertaken by it or on its behalf.

(2)

The data fiduciary should be able to demonstrate that any processing undertaken by it or
on its behalf is in accordance with the provisions of this Act.

CHAPTER III
GROUNDS FOR PROCESSING OF PERSONAL DATA

12.

Processing of personal data on the basis of consent.—
(1)

Personal data may be processed on the basis of the consent of the data principal, given no
later than at the commencement of the processing.

(2)

For the consent of the data principal to be valid, it must be—
(a)
(b)
(c)
(d)
(e)

free, having regard to whether it meets the standard under section 14 of the Indian
Contract Act, 1872 (9 of 1872);
informed, having regard to whether the data principal has been provided with the
information required under section 8;
specific, having regard to whether the data principal can determine the scope of
consent in respect of the purposes of processing;
clear, having regard to whether it is indicated through an affirmative action that is
meaningful in a given context; and
capable of being withdrawn, having regard to whether the ease of such withdrawal
is comparable to the ease with which consent may be given.

Cornellia Chambers: The law should lay out a specific process by which every data
fiduciary must take consent from the data principal. It should be templatized and
included as a schedule or annexure to the principal data protection act.
(3)

The data fiduciary shall not make the provision of any goods or services or the quality
thereof, the performance of any contract, or the enjoyment of any legal right or claim,
conditional on consent to processing of any personal data not necessary for that purpose.

(4) The data fiduciaryshall bear the burden of proof to establish that consent has been given by
the data principal for processing of personal data in accordance with sub-section (2).
(5)

Where the data principal withdraws consent for the processing of any personal data
necessary for the performance of a contract to which the data principal is a party, all legal
consequences for the effects of such withdrawal shall be borne by the data principal.
Cornellia Chambers Comment: Please refer to the highlighted part. It does not
specify the nature of such legal consequences and we see a problem with this vague,
open ended approach. While we also understand that partly the intention behind

16.

this proposition is to address situations where the data fiduciary would not be able
to provide the product or service for which the personal data was required and that
may have cost related implications, however, we also see how this proposition does
not take into account withdrawal of consent in situations where the data principal is
dissatisfied with the performance of the contract or provision of product or service
by the data principal.
13.

Processing of personal data for functions of the State. —
(1)

Personal data may be processed if such processing is necessary for any function of
Parliament or any State Legislature.

(2)

Personal data may be processed if such processing isnecessary forthe exercise of any
function of the State authorised by law for:
(a)
(b)

14.

the provision of any service or benefit to the data principal from the State; or
the issuance of any certification, license or permit for any action or activity of the
data principal by the State.

Processing of personal data in compliance with law or any order of any court or tribunal. —
Personal data may be processed if such processing is—
(a)
(b)

15.

explicitly mandated under any law made by Parliament or any State Legislature; or
for compliance with any order or judgment of any Court or Tribunal in India.

Processing of personal data necessary for prompt action. —
Personal data may be processed if such processing is necessary—
(a)
(b)

(c)

to respond to any medical emergency involving a threat to the life or a severe threat
to the health of the data principal or any other individual;
to undertake any measure to provide medical treatment or health services to any
individual during an epidemic, outbreak of disease or any other threat to public
health; or
to undertake any measure to ensure safety of, or provide assistance or services to,
any individual during any disaster or any breakdown of public order.

Cornellia Chambers comment: We are of the view that the data fiduciary should be required to
serve the notice as soon as reasonably practical.
Further, we suggest that to avoid interpretational difficulties, the government should give
illustrations of situations where it considers that giving of notice would substantially prejudice the
purpose of processing (prompt action) of personal data or sensitive personal data.
16.

Processing of personal data necessary for purposes related to employment. —
(1)

Personal data may be processed if such processing is necessary for—

17.

(a)
(b)
(c)
(d)

(2)

17.

recruitmentor termination of employment of a data principal by the data fiduciary;
provision of any service to, or benefit sought by,the data principal who is an
employee of the data fiduciary;
verifying the attendance of the data principal who is an employee of the data
fiduciary; or
any other activity relating to the assessment of the performance of the data
principal who is an employee of the data fiduciary.

Sub-section (1) shall apply only where processing on the basis of consent of the data
principal is not appropriate having regard to the employment relationship between the
data fiduciary and the data principal, or would involve a disproportionate effort on the
part of the data fiduciary due to the nature of the processing activities under this section.

Processing of data for reasonable purposes. —
(1)

In addition to the grounds for processing contained in section12 to section 16, personal
data may be processed if such processing is necessary for such reasonable purposes as
may be specified after taking into consideration—
(a)
(b)
(c)
(d)
(e)

(2)

For the purpose of sub-section (1), the Authority may specify reasonable purposes related
to the following activities, including—
(a)
(b)
(c)
(d)
(e)
(f)
(g)

(3)

the interest of the data fiduciary in processing for that purpose;
whether the data fiduciary can reasonably be expected to obtain the consent of the
data principal;
any public interest in processing for that purpose;
the effect of the processing activity on the rights of the data principal; and
the reasonable expectations of the data principal having regard to the context of the
processing.

prevention and detection of any unlawful activity including fraud;
whistle blowing;
mergers and acquisitions;
network and information security;
credit scoring;
recovery of debt;
processing of publicly available personal data;

Where the Authority specifies a reasonable purpose under sub-section (1), it shall:
(a)
(b)

lay down such safeguards as may be appropriate to ensure the protection of the
rights of data principals; and
determine where the provision of notice under section 8 would not apply having
regard to whether such provision would substantially prejudice the relevant
reasonable purpose.

18.

CHAPTER IV
GROUNDS FOR PROCESSING OF SENSITIVE PERSONAL DATA

18.

Processing of sensitive personal data based on explicit consent. —
(1)

Sensitive personal data may be processed on the basis of explicit consent.

(2)

For the purposes of sub-section (1), consent shall be considered explicit only if it is valid
as per section 12 and is additionally:
(a)

informed, having regard to whether the attention of the data principal has been
drawn to purposes of or operations in processing that may have significant
consequences for the data principal;
Cornellia Chambers comment: It is not clear what the authors means by
‘drawing of attention’ and ‘significant consequences’ here and it is absolutely
imperative that clear parameters for judging the significance of a consequence
be laid down and if that is not possible then such vague and ambiguous terms
be removed from the body of such an important legislation.

(b)
(c)

clear, having regard to whether it is meaningful without recourse to inference from
conduct in a context; and
specific, having regard to whether the data principal is given the choice of
separately consenting to the purposes of, operations in, and the use of different
categories of sensitive personal data relevant to processing.
Cornellia Chambers comment: The bill does not provide any clarity on the
expectations around the specific process that a data fiduciary must follow to
fulfil the requirement of giving the data principal the choice of separately
consenting to the use of their sensitive personal data as proposed. This
provision regarding sensitive personal data will lead to wide spread confusion
and misuse. Please templatize this process.

19.

Processing of sensitive personal data for certain functions of the State. — Sensitive
personal data may be processed if such processing is strictly necessary for:

(a)
(b)

20.

any function of Parliament or any State Legislature.
the exercise of any function of the State authorised by law forthe provision of any
service or benefit to the data principal.

Processing of sensitive personal data in compliance with law or any order of any court or
tribunal. —

19.

Sensitive personal data may be processed if such processing is—
(a)
(b)

21.

explicitly mandated under any law made by Parliament or any State Legislature; or
necessary for compliance with any order or judgment of any Court or Tribunal in
India.

Processing of certain categories of sensitive personal data for prompt action. —
Passwords, financial data, health data, official identifiers, genetic data, and biometric data may be
processed where such processing is strictly necessary—

(a)
(b)

(c)

to respond to any medical emergency involving a threat to the life or a severe threat
to the health of the data principal;
to undertake any measure to provide medical treatment or health services to any
individual during an epidemic, outbreak of disease or any other threat to public
health; or
to undertake any measure to ensure safety of, or provide assistance or services to,
any individual during any disaster or any breakdown of public order.
Cornellia Chambers comment: We are of the view that the data fiduciary
should be required to serve the notice as soon as reasonably practical.
Further, we suggest that to avoid interpretational difficulties, the government
should give illustrations of situations where it considers that giving of notice
would substantially prejudice the purpose of processing (prompt action) of
personal data or sensitive personal data.

22.

Further categories of sensitive personal data.—
(1)

Such further categories of personal data as may be specified by the Authority shall be
sensitive personal data and, where such categories of personal data have been specified,
the Authority may also specify any further grounds on which such specified categories of
personal data may be processed.

(2)

The Authority shall specify categories of personal data under sub-section (1) having
regard to—
(a)
(b)
(c)
(d)

(3)

theriskof significant harm that may be caused to the data principal by the
processing of such category of personal data;
the expectation of confidentiality attached to such category of personal data;
whether a significantly discernible class of data principals may suffer significant
harm from the processing of such category of personal data; and
the adequacy of protection afforded by ordinary provisions applicable to personal
data.

The Authority may also specify categories of personal data, which require additional
safeguards or restrictions where repeated, continuous or systematic collection for the

20.

purposes of profiling takes place and, where such categories of personal data have been
specified, the Authority may also specify such additional safeguards or restrictions
applicable to such processing.

CHAPTER V
PERSONAL AND SENSITIVE PERSONAL DATA OF CHILDREN

23.

Processing of personal data and sensitive personal data of children. —
(1)

Every data fiduciary shall process personal data of children in a manner that protects and
advances the rights and best interests of the child.

(2)

Appropriate mechanisms for age verification and parental consent shall be incorporated
by data fiduciaries in order to process personal data of children.

(3)

Appropriateness of an age verification mechanism incorporated by a data fiduciary shall
be determined on the basis of—
(a)
(b)
(c)
(d)

(4)

volume of personal data processed;
proportion of such personal data likely to be that of children;
possibility of harm to children arising out of processing of personal data; and
such other factors as may be specified by the Authority.

The Authority shall notify the following as guardian data fiduciaries—
(a)
(b)

data fiduciaries who operate commercial websites or online services directed at
children; or
data fiduciaries who process large volumes of personal data of children.

(5)

Guardian data fiduciaries shall be barred from profiling, tracking, or behavioural
monitoring of, or targeted advertising directed at, children and undertaking any other
processing of personal data that can cause significant harm to the child.

(6)

Sub-section (5) may apply in such modified form, to data fiduciaries offering counseling
or child protection services to a child, as the Authority may specify.

(7)

Where a guardian data fiduciary notified under sub-section (4)exclusively provides
counseling or child protection services to a child, as under sub-section (6), then such
guardian data fiduciary will not be required to obtain parental consent as set out under
sub-section (2).
Cornellia Chambers comment: We appreciate that the government has realized the
significant harm that activities such as profiling, tracking, monitoring behavior, or
directing targeted advertising can cause to children.

21.

It is our humble request that same protection be extended to all other data
principals especially because an alarming majority of our population (especially in
small towns and rural areas) continues to be completely unaware, uneducated and
therefore incapable of protecting their own interests. Their psychological
vulnerabilities deserve protection just as much as that of children.
We would like to once again reiterate that profiling, tracking, monitoring behavior,
or directing targeted advertising should as a matter of principle be only permitted
for ethical persuasion i.e. persuasion which is in the persuasee’s interest.

CHAPTER VI
DATA PRINCIPAL RIGHTS

24.

Right to confirmation and access. —
(1)

The data principal shall have the right to obtain from the data fiduciary—
(a)
(b)
(c)

(2)

confirmation whether the data fiduciary is processing or has processed personal
data of the data principal;
a brief summary of the personal data of the data principal being processed or that
has been processed by the data fiduciary;
a brief summary of processing activities undertaken by the data fiduciary with
respect to the personal data of the data principal, including any information
provided in the notice under section 8 in relation to such processing activities.

The data fiduciary shall provide the information as required under this section to the data
principal in a clear and concise manner that is easily comprehensible to a reasonable
person.

Cornellia Chambers Comment: Keeping in line with the reasons behind this intended
legislation, it is important for the data principal (whose interest is of paramount
importance) to be granted the right to obtain from the data fiduciary information about
the benefits and negative consequences that may result from the processing of her
personal data. Globally, there has been a debate around the use of personal data in
subliminal messaging so as to influence the behaviour of an individual and/ or groups and/
or targeted populations. It is our understanding that the very core objective of this bill is
to ensure that an unaware data principal does not become victim to unethical targeted
advertising. Some people also view this technique of subliminal message as a form of
unethical manipulation of thoughts and behavior of the data principal. The proposed law
should keep this in check.
25.

Right to correction, etc.—

22.

(1)

Where necessary, having regard to the purposes for which personal data is being
processed, the data principal shall have the right to obtain from the data fiduciary
processing personal data of the data principal—
(a)
(b)
(c)

26.

the correction of inaccurate or misleading personal data;
the completion of incomplete personal data; and
the updating of personal data that is out of date.

(2)

Where the data fiduciary receives a request under sub-section (1), and the data fiduciary
does not agree with the need for such correction, completion or updatinghaving regard to
the purposes of processing, the data fiduciary shall provide the data principal with
adequate justificationin writing for rejecting the application.

(3)

Where the data principal is not satisfied with thejustification provided by the data
fiduciary under sub-section (2), the data principalmay require that the data fiduciary take
reasonable steps to indicate,alongside the relevant personal data, that the same is disputed
by the data principal.

(4)

Where the data fiduciary corrects, completes, or updates personal data in accordance with
sub-section (1), the data fiduciary shall also take reasonable steps to notify all relevant
entities or individuals to whom such personal data may have been disclosed regarding the
relevant correction, completion or updating, particularly where such action would have an
impact on the rights and interests of the data principal or on decisions made regarding
them.

Right to Data Portability. —
(1)

The data principal shall have the right to—
(a)

receivethe following personal data related to the data principal in a structured,
commonly used and machine-readable format—
(i)
(ii)
(iii)

(b)

(2)

whichsuch data principal has provided to the data fiduciary;
which has been generated in the course of provision of services or use of
goods by the data fiduciary;or
which forms part of any profile on the data principal, or which the data
fiduciaryhas otherwise obtained.

have the personal data referred to in clause (a) transferred to any other data
fiduciary in the format referred to in that clause.

Sub-section (1) shall only apply where the processing has been carried out through
automated means, and shall not apply where—
(a)
(b)
(c)

processing is necessary for functions of the State undersection 13;
processing is in compliance of law as referred to in section 14; or
compliance with the request in sub-section (1) would reveal a trade secret of any
data fiduciary or would not be technically feasible.

23.

Cornellia Chambers Comment: When the data principal takes the ground of
technical infeasibility, it should give satisfactory reasons for the denial of request on
this ground; otherwise this ground will be misused by data fiduciaries to wriggle out
of their responsibility. Hence, it will make this right of the data principal redundant.
27.

Right to Be Forgotten. —
(1)

The data principal shall have the right to restrict or prevent continuing disclosure of
personal data by a data fiduciaryrelated to the data principalwhere such disclosure—
(a)
(b)
(c)

(2)

Sub-section (1) shall only apply where the Adjudicating Officer under section
68determines the applicability of clause (a), (b) or (c) of sub-section (1) and that the
rights and interests of the data principal in preventing or restricting the continued
disclosure of personal data override the right to freedom of speech and expression and the
right to information of any citizen.

(3)

In determining whether the condition in sub-section (2) is satisfied, the Adjudicating
Officer shall have regard to—
(a)
(b)
(c)
(d)
(e)

28.

has served the purpose for which it was made or is no longer necessary;
was made on the basis of consent under section 12 and such consent has since been
withdrawn;or
was made contrary to the provisions of this Act or any other law made by
Parliament or any State Legislature.

the sensitivity of the personal data;
the scale of disclosure and the degree of accessibility sought to be restricted or
prevented;
the role of the data principal in public life;
the relevance of the personal data to the public; and
the nature of the disclosure and of the activities of the data fiduciary, particularly
whether the data fiduciarysystematically facilitates access to personal data and
whether the activities would be significantly impeded if disclosures of the relevant
nature were to be restricted or prevented.

(4)

The right under sub-section (1) shall be exercised by filing an application in such form
and manner as may be prescribed.

(5)

Where any person finds that personal data, the disclosure of which has been restricted or
prevented by an order of the Adjudicating Officerunder sub-section (2) does not satisfy
the conditions referred to in that sub-section any longer, they may apply for the review of
that order to the Adjudicating Officer in such manner as may be prescribed, and such
Adjudicating Officer shall review her order on the basis of the considerations referred to
in sub-section (3).

General conditions for the exercise of rights in this Chapter. —
(1)

The exercise of any right under this Chapter, except the right undersection 27, shall only
be on the basis of a request made in writing to the data fiduciary with reasonable
information to satisfy the data fiduciary of the identity of the data principal making the

24.

request and the data fiduciary shall acknowledge receipt of such request within such
period of time as may be specified.
(2)

Thedata fiduciary may chargea reasonable fee to be paid for complying with requests
made under this Chapter, except for requestsmade under clauses (a) and (b) of sub-section
(1) ofsection 24 and section 25 which shall be complied with by the data fiduciary
without charging any fee.

(3)

The Authority may specify a reasonable time period within which the data fiduciary shall
comply with the requests under this Chapter, and such time period shall be communicated
to the data principal along with the acknowledgement referred to in sub-section (1).
Cornellia Chambers comment: We noted that the proposed law does not specify a
time period for compliance with such a request as yet. Neither does it make setting
of such a time period mandatory which we find very odd. It is requested that the
government should specify the time period within the principal act itself.

(4)

Where any request made under this Chapter is refused by the data fiduciary, it shall
provide the data principal making such request with adequate reasons for such refusal as
per the provisions of this Chapter in writing, and shall inform the data principal regarding
the right to file a complaint with the Authority against the refusal within such period and
in such manner as may be specified.

(5)

The data fiduciary is not obliged to comply with any request made under this Chapter
where such compliance would harm the rights of any other data principal under this Act.
Cornellia Chambers comment: In this regard, we note that the proposed law does
not elucidate situations where compliance would harm the right of another data
principal and would recommend that illustrations be provided for clarity.

(6)

The manner of exercise of rights under this Chapter shall be in such form as may be
provided by law or in the absence of such law, in a reasonable format to be followed by
each data fiduciary.
Cornellia Chambers comment: These rights will have no meaning until the
government prescribes a strict timeline for the data fiduciary for resolution of
complaints. A definitive time period for resolution of all such complaints should be
mentioned in the principal data protection law itself.
CHAPTER VII
TRANSPARENCY AND ACCOUNTABILITY MEASURES

29.

Privacy by Design. —
Every data fiduciary shall implement policies and measures to ensure that—
(a)

managerial, organisational, business practices and technical systems are designed in a
manner to anticipate, identify and avoid harm to the data principal;
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(b)
(c)
(d)
(e)
(f)
(g)

30.

theobligations mentioned in Chapter II are embedded in organisational and business
practices;
technology used in the processing of personal data is in accordance with commercially
accepted or certified standards;
legitimate interests of businesses including any innovation is achieved without
compromising privacy interests;
privacy is protected throughout processing from the point of collection to deletion of
personal data;
processing of personal data is carried out in a transparent manner; and
the interest of the data principal is accounted for at every stage of processing of personal
data.

Transparency. —
(1)

The data fiduciary shall take reasonable steps to maintain transparency regarding its
general practices related to processing personal data and shall make the following
information available in an easily accessible form as may be specified—
(a)
(b)
(c)
(d)
(e)
(f)
(g)
(h)

the categories of personal data generally collected and the manner of such
collection;
the purposes for which personal data is generally processed;
any categories of personal data processed in exceptional situations or any
exceptional purposes of processing that create a risk of significant harm;
the existence of and procedure for the exercise of data principal rights mentioned in
Chapter VI, and any related contact details for the same;
the existence of a right to file complaints to the Authority;
where applicable, any rating in the form of a data trust score that may be accorded
to the data fiduciary under section 35;
where applicable, information regarding cross-border transfers of personal data that
the data fiduciary generally carries out;and
any other information as may be specified by the Authority.

Cornellia Chambers Comment: It is not clear as to whether this requirement to
share information will be satisfied by giving a notice as set out in section 8 of the
proposed law or will this have to be given separately. We observed that majority of
the information required to be given under section 30 is also required to be given as
a notice under section 8 which will lead to duplication of efforts and will not serve
any purpose.
(2)

The data fiduciary shall notify the data principal of important operations in the processing
of personal data related to the data principal through periodic notifications in such manner
as may be specified.
Cornellia Chambers Comment: It is not clear what will be considered as “important
operations” as highlighted. Illustrations in this regard will be helpful to avoid
difficulties of interpretation.

26.

31.

Security Safeguards.—
(1)

Having regard to the nature, scope and purpose of processing personal data undertaken,
the risks associated with such processing, and the likelihood and severity of the harm that
may result from such processing, the data fiduciaryand the data processor shall implement
appropriate security safeguards including—
(a)
(b)
(c)

(2)

use of methods such as de-identification and encryption;
steps necessary to protect the integrity of personal data; and
steps necessary to prevent misuse, unauthorised access to, modification, disclosure
or destruction of personal data.

Every data fiduciary and data processor shall undertake a review of its security safeguards
periodicallyas may be specified and may take appropriate measures accordingly.

Cornellia Chambers Comment: One striking difficulty here is that the law around use of
encryption technology in India is very unclear and wherever standards of encryption are
prescribed such standards are extremely inadequate in today’s digital environment (for
example the telecom license agreements prohibit use of bulk encryption (which has not
been defined by law), or limits the use of encryption to 40 bit key length in the internet
service provider license agreement). Also, as per the provisions of the Information
Technology Act 2000, the government was required to prescribe modes and methods of
encryption by issuing rules on this subject. These rules have not been drafted. The
government had released a draft encryption policy in September 2015, which due to
widespread criticism was never enforced as law. India urgently needs a robust encryption
law which is a prerequisite to the successful implementation of India’s data protection law.
It is also important to define appropriate security standards. The International Standard
IS/ISO/IEC 27001 on “Information Technology – Security Techniques – Information
Security Management System - Requirements” is seen as one such internationally
accepted security standard. It is widely recognized and the adoption of this standard will
help create synergies of work between Indian companies and foreign businesses. It is also
recognized by the European Union’s General Data Protection Regulations May 2018, and
is also the prescribed security standard in our current data protection regulation under
the Information Technology Act read with the Information Technology (Reasonable
Security Practices and Procedures and Sensitive Personal Data or Information) Rules
2011.
32.

Personal Data Breach.—
(1)

The data fiduciary shall notify the Authority of any personal data breach relating to any
personal data processed by the data fiduciary where such breach is likely to cause harm to
any data principal.

(2)

The notification referred to in sub-section (1) shall include the following particulars—
(a)
(b)
(c)

nature of personal data which is the subject matter of the breach;
number of data principals affected by the breach;
possible consequences of the breach; and
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(d)

measures being taken by the data fiduciary to remedy the breach.

(3)

The notification referred to in sub-section (1) shall be made by the data fiduciary to the
Authority as soon as possible and not later than the time period specified by the
Authority, following the breach after accounting for any time that may be required to
adopt any urgent measures to remedy the breach or mitigate any immediate harm.

(4)

Where it is not possible to provide all the information as set out in sub-section (2) at the
same time, the data fiduciary shall provide such information to the Authority in phases
without undue delay.

(5)

Upon receipt of notification, the Authority shall determine whether such breach should be
reported by the data fiduciary to the data principal, taking into account the severity of the
harm that may be caused to such data principal or whether some action is required on the
part of the data principal to mitigate such harm.

(6)

The Authority, may in addition to requiring the data fiduciary to report the personal data
breach to the data principal under sub-section (5), direct the data fiduciary to take
appropriate remedial action as soon as possible and to conspicuously post the details of
the personal data breach on its website.

(7)

The Authority may, in addition, also post the details of the personal data breach on its
own website.
Cornellia Chambers Comment: In effect, this section allows a data fiduciary to
stand as a judge in its own cause and to not report data breaches where it
considers that harm is not likely to be caused to any data principal.
It is shocking to see that after the reporting of a breach to the data protection
authority the proposed law gives the right to the data protection authority to
determine whether or not a breach should be reported to the data principal. In
making such a decision the data protection authority is required to consider the
severity of the harm that may be caused to a data principal, or whether some
action is required on the part of the data principal to mitigate such harm.
The way that reporting of data breaches is proposed to be handled is completely in
derogation to the principles of transparency and accountability that this proposed
law set out to advocate. Strangely, the data breach is required to be reported to
the data protection authority first and not to the data principal. The concept of
harm is intangible and relative to each person. We fail to see how this provision
seeks to protect data principals and their interest. In our opinion, this provision is
arbitrary and therefore unconstitutional. It should be struck out immediately.
Our suggestion is that all data fiduciaries and data processors should be put under
an obligation to report all data breaches to the data principals and the data
protection authority without exception. This will be the key to successful
implementation of the data protection law in spirit.
Practically speaking, when a data breach of a prominent data fiduciary occurs it
typically impacts thousands or millions of data principals at once. Our question to
the authors of this bill is that how do you perceive the authority or the data
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fiduciary to determine whether or not a small/ severe/ significant breach is going to
or is likely to cause “harm” or “significant harm” to a data principal or data
principals at large? A data breach may result in causing harm to some data
principals and may not cause any harm to any other data principals.
Also, how does this proposed breach reporting mechanism serve the principal of
transparency? How can the data authority decide whether or not a data principal
has been harmed or has not been harmed without the data principal being heard?
To our mind, this provision has not been drafted keeping in mind the interests of
the data principals at all. It also contradicts a basic principle of law.
Also, by not making disclosure of data breaches mandatory the proposed law is
ensuring that there is no transparency and accountability of data breach incidents
as the data principals will have no right in law to seek information regarding
breaches from private data fiduciaries. The people of India will be deprived of
important data points for research which will be critical for identifying the
frequency and magnitude of data breaches, reasons for such data breaches and
addressing any negative impact.
Requests for information on such data breaches under the Right to Information
Act 2005 are likely to be rejected by the data protection authority and government
departments (data fiduciaries) under the garb of exemptions made available under
Section 8 of the Right to Information Act 2005.
We want the government to ensure that all data breaches are reported publicly by
the data fiduciary and data protection authority on their websites.
33.

Data Protection Impact Assessment. —
(1)

Where the data fiduciary intends to undertake any processing involving new technologies
or large scale profiling or use of sensitive personal data such as genetic data or biometric
data, or any other processing which carries a risk of significant harm to data principals,
such processing shall not be commenced unless the data fiduciary has undertaken a data
protection impact assessment in accordance with the provisions of this section.
Cornellia Chambers Comment: The use of the terms “new technologies or largescale profiling” is vague and ambiguous. It is essential that illustrations be given
here and added from time to time.

(2)

The Authority may, in addition, specify those circumstances, or classes of data
fiduciaries, or processing operations where such data protection impact assessment shall
be mandatory, and may also specify those instances where a data auditor under this Act
shall be engaged by the data fiduciary to undertake a data protection impact assessment.

(3)

A data protection impact assessment shall contain, at a minimum—
(a)

detailed description of the proposed processing operation, the purpose of
processing and the nature of personal data being processed;
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(b)
(c)

34.

(4)

Upon completion of the data protection impact assessment, the data protection officer
shall review the assessment prepared and shall submit the same to the Authorityin such
manner as may be specified.

(5)

On receipt of the assessment, if the Authority has reason to believe that the processing is
likely to cause harm to the data principals, the Authority may direct the data fiduciary to
cease such processingor direct that such processing shall be subject to such conditions as
may be issued by the Authority.

Record-Keeping. —
(1)

The data fiduciary shall maintain accurate and up-to-date records of the following—
(a)
(b)
(c)
(d)
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assessment of the potential harm that may be caused to the data principals whose
personal data is proposed to be processed; and
measures for managing, minimising, mitigating or removing such risk of harm.

important operations in the data life-cycle including collection, transfers, and
erasure of personal data to demonstrate compliance as required under section 11;
periodic review of security safeguards under section 31;
data protection impact assessments under section 33; and
any other aspect of processing as may be specified by the Authority.

(2)

The records in sub-section (1) shall be maintained in such form as specified by the
Authority.

(3)

Notwithstanding anything contained in this Act, this section shall apply to the Central or
State Government, departments of the Central and State Government, and any agency
instrumentality or authority which is “the State” under Article 12 of the Constitution.

Data Audits. —
(1)

The data fiduciary shall have its policies and the conduct of its processing of personal
data audited annually by an independent data auditor under this Act.

(2)

The data auditor will evaluate the compliance of the data fiduciary with the provisions of
this Act, including—
(a)
(b)
(c)
(d)
(e)

(3)

clarity and effectiveness of notices under section 8;
effectiveness of measures adopted under section 29;
transparency in relation to processing activities under section 30;
security safeguards adopted pursuant to section 31;
instances of personal data breach and response of the data fiduciary, including the
promptness of notification to the Authority under section 32; and
(f)
any other matter as may be specified.
The Authority shall specify the form, manner and procedure for conducting audits under
this section including any civil penalties on data auditors for negligence.
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(4)

The Authority shall register persons with expertise in the area of information technology,
computer systems, data science, data protection or privacy, with such qualifications,
experience and eligibility having regard to factors such as independence, integrity and
ability, as it may specify, as data auditors under this Act.

(5)

A data auditor may assign a rating in the form of a data trust score to the data fiduciary
pursuant to a data audit conducted under this section.

(6)

The Authority shall specify the criteria for assigning a rating in the form of a data trust
score having regard to the factors mentioned in sub-section (2).

(7)

Notwithstanding sub-section (1) where the Authority is of the view that the data fiduciary
is processing personal data in a manner that is likely to cause harm to a data principal, the
Authority may order the data fiduciary to conduct an audit and shall appoint a data
auditor for that purpose.

Data Protection Officer. —
(1)

The data fiduciary shall appoint a data protection officer for carrying out the following
functions—
(a)
(b)
(c)

(d)

(e)
(f)
(g)

providing information and advice to the data fiduciary on matters relating to
fulfilling its obligations under this Act;
monitoring personal data processing activities of the data fiduciary to ensure that
such processing does not violate the provisions of this Act;
providing advice to the data fiduciary where required on the manner in which data
protection impact assessments must be carried out, and carry out the review of such
assessment as under sub-section (4) of section 33;
providing advice to the data fiduciary, where required on the manner in which
internal mechanisms may be developed in order to satisfy the principles set out
under section 29;
providing assistance to and cooperating with the Authority on matters of
compliance of the data fiduciary with provisions under this Act;
act as the point of contact for the data principal for the purpose of raising
grievances to the data fiduciary pursuant to section 39 of this Act; and
maintaining an inventory of all records maintained by the data fiduciary pursuant to
section 34.

(2)

Nothing shall prevent the data fiduciary from assigning any other function to the data
protection officer, which it may consider necessary, in addition to the functions provided
in sub-section (1) above.

(3)

The data protection officer shall meet the eligibility and qualification requirements to
carry out its functions under sub-section (1) as may be specified.

(4)

Where any data fiduciary not present within the territory of India carries on processing to
which the Act applies under section 2(2), and the data fiduciary is required to appoint a
data protection officer under this Act, the data fiduciary shall appoint such officer who
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shall be basedin India and shall represent the data fiduciary in compliance of obligations
under this Act.
37.

Processing by entities other than data fiduciaries. —
(1)

The data fiduciary shall only engage, appoint, use or involve a data processor to process
personal data on its behalf through a valid contract.
Cornellia Chambers comment: It is our understanding that as per the Indian
Contract Act 1872, a valid agreement is a contract and therefore we request that the
phrase ‘valid contract’ be substituted with the term ‘contract’
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(2)

The data processor referred to in sub-section (1) shall not further engage, appoint, use, or
involve another data processor in the relevant processing on its behalf except with the
authorisation of the data fiduciary, unless permitted through the contract referred to in
sub-section (1).

(3)

The data processor, and any employee of the data fiduciary or the data processor, shall
only process personal data in accordance with the instructions of the data fiduciary unless
they are required to do otherwise under law and shall treat any personal data that comes
within their knowledge as confidential.

Classification of data fiduciaries as significant data fiduciaries. —

(1)

The Authority shall, having regard to the following factors, notify certain data fiduciaries
or classes of data fiduciaries as significant data fiduciaries—
(a)
(b)
(c)
(d)
(e)
(f)

volume of personal data processed;
sensitivity of personal data processed;
turnover of the data fiduciary;
risk of harm resulting from any processing or any kind of processing undertaken by
the fiduciary;
use of new technologies for processing; and
any other factor relevant in causing harm to any data principal as a consequence of
such processing.

(2)

The notification of a data fiduciary or classes of data fiduciaries as significant data
fiduciaries by the Authority under sub-section (1) shall require such data fiduciary or
class of data fiduciaries to register with the Authority in such manner as may be specified.

(3)

All or any of the following obligations in this Chapter, as determined by the Authority,
shall apply only to significant data fiduciaries—
(a)
(b)
(c)
(d)

data protection impact assessments under section 33;
record-keeping under section 34;
data audits under section 35; and
data protection officer under section 36.

32.

Cornellia Chambers comment: We don’t see the point of excluding other data
fiduciaries from the obligation of 1. appointing a data protection officer, and
2. keeping records.
It is suggested that same be excluded from the scope of this section.
(4)
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Notwithstanding sub-section (3), the Authority may notify the application of all or any of
the obligations in sub-section (3) to such data fiduciary or class of data fiduciaries, not
being a significant data fiduciary, if it is of the view that any processing activity
undertaken by such data fiduciary or class of data fiduciaries carries a risk of significant
harm to data principals.

Grievance Redressal. —
(1)

Every data fiduciary shall have in place proper procedures and effective mechanisms to
address grievances of data principals efficiently and in a speedy manner.

(2)

A data principal may raise a grievance in case of a violation of any of the provisions of
this Act, or rules prescribed, or regulations specified thereunder, which has caused or is
likely to cause harm to such data principal, to—
(a)
(b)

the data protection officer, in case of a significant data fiduciary; or
an officer designated for this purpose, in case of any other data fiduciary.

(3)

A grievance raised under sub-section (2) shall be resolved by the data fiduciary in an
expeditious manner and no later than thirty days from the date of receipt of grievance by
such data fiduciary.

(4)

Where, a grievance under sub-section (2) is not resolved within the time period
mentioned under sub-section (3), or where the data principal is not satisfied with the
manner in which the grievance is resolved, or the data fiduciary has rejected the grievance
raised, the data principal shall have the right to file a complaint with the adjudication
wing under section 68 of the Act in the manner prescribed.

(5)

Any person aggrieved by an order made under this section by an Adjudicating Officerin
accordance with the procedure prescribed in this regard, may prefer an appeal to the
Appellate Tribunal.
Cornellia Chambers comment: On reading of this chapter, it is clear that a
significant data fiduciary is required to appoint a data protection officer and every
other data fiduciary is also required to appoint an officer for grievance redressal.
We are of the view that this distinction is pointless because a data protection officer
can also be an officer just like in the case of a data fiduciary. Also, our suggestion is
that all data fiduciaries (including significant ones) should have a data protection
officer who should also take on the function of grievance redressal.
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Further, it appears that foreign data fiduciaries dealing with personal data other
than sensitive personal data have been exempted from the requirement for
appointing a grievance officer and wonder what is the basis of this exemption? The
proposed law should expressly mandate that every foreign data fiduciary
irrespective of having a presence in India must appoint a data protection officer that
amongst other things will also receive and address grievances.

CHAPTER VIII
TRANSFER OF PERSONAL DATA OUTSIDE INDIA

40.

41.

Restrictions on Cross-Border Transfer of Personal Data. —
(1)

Every data fiduciary shall ensure the storage, on a server or data centre located in India,
of at least one serving copy of personal data to which this Act applies.

(2)

The Central Government shall notify categories of personal data as critical personal data
that shall only be processed in a server or data centre located in India.

(3)

Notwithstanding anything contained in sub-section (1), the Central Government may
notify certain categories of personal data as exempt from the requirement under subsection (1) on the grounds of necessity or strategic interests of the State.

(4)

Nothing contained in sub-section (3) shall apply to sensitive personal data.

Conditions for Cross-Border Transfer of Personal Data. —
(1)

Personal data other than those categories of sensitive personal data notified under subsection (2) of section 40 may be transferred outside the territory of Indiawhere—
(a)
(b)

(c)
(d)
(e)

(2)

the transfer is made subject to standard contractual clauses or intra-group schemes
that have been approved by the Authority; or
the Central Government, after consultation with the Authority, has prescribed that
transfers to a particular country, or to a sector within a country or to a particular
international organisation is permissible; or
the Authority approves a particular transfer or set of transfers as permissible due to
a situation of necessity; or
in addition to clause (a) or (b) being satisfied, the data principal has consented to
such transfer of personal data; or
in addition to clause (a) or (b) being satisfied, the data principal has explicitly
consented to such transfer of sensitive personal data, which does not include the
categories of sensitive personal data notified under sub-section (2) of section 40.

The Central Government may only prescribe the permissibility of transfers under clause
(b) of sub-section (1) where it finds that the relevant personal data shall be subject to an
adequate level of protection, having regard to the applicable laws and international
agreements, and the effectiveness of the enforcement by authorities with appropriate
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jurisdiction, and shall monitor the circumstances applicable to such data in order to
review decisions made under this sub-section.
(3)

Notwithstanding sub-section (2) of Section 40, sensitive personal data notified by the
Central Government may be transferred outside the territory of India—
(a)

(b)

to a particular person or entity engaged in the provision of health services or
emergency services where such transfer is strictly necessary for prompt action
under section 16; and
to a particular country, a prescribed sector within a country or to a particular
international organisation that has been prescribed under clause (b) of sub-section
(1), where the Central Government is satisfied that such transfer or class of
transfers is necessary for any class of data fiduciaries or data principals and does
not hamper the effective enforcement of this Act.

(4)

Any transfer under clause (a) of sub-section (3) shall be notified to the Authority within
such time period as may be prescribed.

(5)

The Authority may only approve standard contractual clauses or intra-group schemes
under clause (a) of sub-section (1) where such clauses or schemes effectively protect the
rights of data principals under this Act, including in relation with further transfers from
the transferees of personal data under this sub-section to any other person or entity.

(6)

Where a data fiduciary seeks to transfer personal data subject to standard contractual
clauses or intra-group schemes under clause (a) of sub-section (1), it shall certify and
periodically report to the Authority as may be specified, that the transfer is made under a
contract that adheres to such standard contractual clauses or intra-group schemes and that
it shall bear any liability for the harm caused due to any non-compliance with the
standard contractual clauses or intra-group schemes by the transferee.

CHAPTER IX

EXEMPTIONS
42.

Security of the State.—
(1)

Processing of personal data in the interests of the security of the State shall not be
permitted unless it is authorised pursuant to a law,andis in accordance with the procedure
established by such law, made by Parliament and is necessary for, and proportionate to,
such interests being achieved.

(2)

Any processing authorised by a lawreferred to in sub-section (1) shall be exempted from
the following provisions of the Act—
(a)
(b)
(c)
(d)

Chapter II, except section 4;
Chapter III;
Chapter IV;
Chapter V;
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(e)
(f)
(g)
43.

Chapter VI;
Chapter VII, except section 31; and
Chapter VIII.

Prevention, detection, investigation and prosecution of contraventions of law.—
(1)

Processing of personal data in the interests of prevention, detection, investigation and
prosecution of any offence or any other contravention of law shall not be permitted unless
it is authorised by a law made by Parliament and State Legislature and is necessary for,
and proportionate to, such interests being achieved.

(2)

Any processing authorised by law referred to in sub-section (1) shall be exempted from
the following provisions of the Act—
(a) Chapter II, except section 4;
(b) Chapter III;
(c) Chapter IV;
(d) Chapter V;
(e) Chapter VI;
(f)
Chapter VII except section 31; and
(g) Chapter VIII.

(3)

Sub-section (1) shall apply in relation to processing of personal data of a data principal
who is a victim, witness, or any person with information about the relevant offence or
contravention only if processing in compliance with the provisions of this law would be
prejudicial to the prevention, detection, investigation or prosecution of any offence or
other contravention of law.
Personal data processed under sub-section (1) shall not be retained once the purpose of
prevention, detection, investigation or prosecution of any offence or other contravention
of law is complete except where such personal data is necessary for the maintenance of
any record or database which constitutes a proportionate measure to prevent, detect or
investigate or prosecute any offence or class of offences in future.

(4)

44.

Processing for the purpose of legal proceedings.—
(1)

Where disclosure of personal data is necessary for enforcing any legal right or claim,
seeking any relief, defending any charge,opposing any claim, or obtaining any legal
advice from an advocate in any impending legal proceeding such processing shall be
exempted from the following provisions of this Act—
(a)
(b)
(c)
(d)
(e)

Chapter II, except section 4;
Chapter III;
Chapter IV;
Chapter V;
Chapter VI; and
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(f)
(2)

45.

Where processing of personal data by any Court or Tribunal in India is necessary for the
exercise of any judicial function, such processing shall be exempted from the following
provisions of this Act—
(a) Chapter II, except section 4;
(b) Chapter III;
(c) Chapter IV;
(d) Chapter V;
(e) Chapter VI; and
(f)
Chapter VII, except section 31.

Research, archiving or statisticalpurposes. —
(1)

Where processing of personal data is necessary for research, archiving, or statistical
purposes, such processing may be exempted from such provisions of this Act as the
Authority may specify except section 4, section 31 and section 33.

(2)

For the purpose of sub-section (1), the Authority may exempt different categories of
research, archiving, or statistical purposes from different provisions of the Act.

(3)

Sub-section (1) shall apply only where—
(a)
(b)
(c)

(d)
(e)
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Chapter VII, except section 31.

compliance with the provisions of this Act will disproportionately divert resources
from the purpose referred to in sub-section (1);
the purposes of processing cannot be achieved if the personal data is anonymised;
the data fiduciary has carried out de-identification meeting the standard contained
in any code of practice under section 61, where the purpose of processing can be
achieved if the personal data is in a de-identified form;
personal data will not be used to take any decision specific to or action directed
specifically towards the data principal; and
personal data will not be processed in a manner that gives rise to a risk of
significant harm to the data principal.

Personal or domestic purposes. —
(1)

Personal data processed by a natural person in the course of a purely personal or domestic
purpose, shall be exempted from the following provisions of this Act—
(a)
(b)
(c)
(d)
(e)
(f)

Chapter II, except section 4;
Chapter III;
Chapter IV;
Chapter V;
Chapter VI;
Chapter VII; and
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(g)

(2)

Sub-section (1) shall not apply where the relevant processing—
(a)
(b)
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involvesdisclosure to the public; or
is undertaken in connection with any professional or commercial activity.

Journalistic purposes.—
(1)

Where the processing of personal data is necessary for or relevant to a journalistic
purpose, the following provisions of the Act shall not apply—
(a)
(b)
(c)
(d)
(e)
(f)
(g)

(2)

Chapter II, except section 4;
Chapter III;
Chapter IV;
Chapter V;
Chapter VI;
Chapter VII except section 31; and
Chapter VIII.

Sub-section (1) shall apply only where itcan be demonstrated that the processing is in
compliance with any code of ethics issued by—
(a)
(b)
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Chapter VIII.

the Press Council of India, or
any media self-regulatory organisation

Manual processing by small entities.—
(1)

Subject to any law for the time being in force, where personal data is processed through
means other than automated means by a small entity, the following provisions of the Act
shall not apply—
(a)
(b)
(c)

(2)

Sections 8, 9 and 10 in Chapter II;
Clause (c) of sub-section (1) of section 24, and sections 26 and 27 in Chapter VI;
and
Section 29 to section 36, and sections 38 and 39 in Chapter VII.

For the purposes of sub-section (1), a small entity shall be any data fiduciary which—
(a)

(b)
(c)

did not have a turnover of more than twenty lakh rupees or such other lower
amount as may be prescribed by the Central Government in the preceding financial
year;
does not collect personal data for the purpose of disclosure to any other individuals
or entities, including other data fiduciaries or processors; and
did not process personal data of more than one hundred data principals in any one
day in the preceding twelve calendar months.
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Explanation: For the purpose of sub-section (2), “turnover” means the gross amount of revenue
recognised in the profit and loss account or any other equivalent statement, as applicable, from the sale,
supply or distribution of goods or services or on account of services rendered, or both, by the data
fiduciary in the preceding financial year.

CHAPTER X

DATA PROTECTION AUTHORITY OF INDIA
49.

50.

Establishment and incorporation of Authority.—
(1)

The Central Government shall, by notification, establish for the purposes of this Act, an
Authority to be called the Data Protection Authority of India.

(2)

The Authority shall be a body corporate by the name aforesaid, having perpetual
succession and a common seal, with power, subject to the provisions of this Act, to
acquire, hold and dispose of property, both movable and immovable, and to contract and
shall, by the said name, sue or be sued.

(3)

The head office of the Authority shall be at such place as may be prescribed.

(4)

The Authority may, with the prior approval of the Central Government, establish its
offices at other places in India.

Composition and qualifications for appointment of members.—
(1)

The Authority shall consist of a chairpersonand sixwhole-time members.

(2)

The chairperson and the members of the Authority shall be appointed by the Central
Government on the recommendation made by a selection committee consisting of—
(a)
(b)
(c)

the Chief Justice of India or a judge of the Supreme Court of India nominated by
the Chief Justice of India, who shall be the chairperson of the selection committee;
theCabinet Secretary; and
oneexpert of repute as mentioned in sub-section (6), to be nominated by the Chief
Justice of India or a judge of the Supreme Court of India nominated by the Chief
Justice of India,in consultation with the Cabinet Secretary.

(3)

The procedure to be followed by the selection committee for recommending the names
under sub-section (2) shall be such as may be prescribed.

(4)

The chairperson and the members of the Authority shall be persons of ability, integrity
and standing, and must have specialised knowledge of, and not less than ten years
professional experience in the field of data protection, information technology, data
management, data science, data security, cyber and internet laws, and related subjects.

(5)

A vacancy caused to the office of the chairperson or any other member shall be filled up
within a period of three months from the date on which such vacancy occurs.
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(6)

51.

The Central Government shall maintain a list of at least five experts who have specialised
knowledge of, and professional experience in the field of data protection, information
technology, data management, data science, cyber and internet laws, and related subjects.

Terms and conditions of appointment.—
(1)

The chairperson and the members shall be appointed for a term of five years or till they
attain the age of sixty-five years, whichever is earlier, and they shall not be eligible for reappointment.

(2)

The salaries and allowances payable to, and other terms and conditions of service of the
chairperson and the members shall be such as may be prescribed and shall not be varied
to their disadvantage during their term.

(3)

The chairperson and the members shall not, during their term and for a period of two
years from the date on which they cease to hold office, accept—
(a)
(b)

(4)

Notwithstanding anything contained in sub-section (1), the chairperson or a member
may—
(a)
(b)
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relinquish his office by giving in writing to the Central Government a notice of not
less than three months; or
be removed from his office in accordance with the provisions of this Act.

Removal of members.—
(1)

The Central Government may remove from office, the chairperson or any member who—
(a)
(b)
(c)
(d)
(e)

(2)
53.

any employment either under the Central Government or under any State
Government; or
any appointment, in any capacity whatsoever, with a significant data fiduciary.

has been adjudged an insolvent;
has become physically or mentally incapable of acting as a chairperson or member;
has been convicted of an offence, which in the opinion of the Central Government,
involves moral turpitude;
has so abused her position as to render her continuation in office detrimental to the
public interest; or
has acquired such financial or other interest as is likely to affect prejudicially her
functions as a chairperson or a member.

No chairperson or any member shall be removed under clause (d) or (e) of sub-section (1)
unless she has been given a reasonable opportunity of being heard.

Powers of the chairperson.—

The chairperson shall have powers of general superintendence and direction of the affairs of the Authority
and shall also exercise all powers and do all such acts and things which may be exercised or done by the
Authority under the Act.
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55.

Meetings of the Authority.—
(1)

The chairperson and members of the Authority shall meet at such times and places and
shall observe such rules and procedures in regard to transaction of business at its
meetings including quorum at such meetings, as may be prescribed.

(2)

If, for any reason, the chairperson is unable to attend any meeting of the Authority, any
other member chosen by the members present at the meeting, shall preside at the meeting.

(3)

All questions which come up before any meeting of the Authority shall be decided by a
majority of votes of the members present and voting, and in the event of an equality of
votes, the chairperson or in her absence, the member presiding, shall have a casting or a
second vote.

(4)

Any member who has any direct or indirect pecuniary interest in any matter coming up
for consideration at a meeting of the Authority shall disclose the nature of her interest at
such meeting, which shall be recorded in the proceedings of the Authority and such
member shall not take part in any deliberation or decision of the Authority with respect to
that matter.

Vacancies, etc. not to invalidate proceedings of the Authority.—
No act or proceeding of the Authority shall be invalid merely by reason of—
(a)
(b)
(c)
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any vacancy or defect in the constitution of the Authority;
any defect in the appointment of a person as a chairperson or member; or,
any irregularity in the procedure of the Authority not affecting the merits of the case.

Officers and Employees of the Authority.—
(1)

The Authority may appoint such officers, employees, consultants and experts as it may
consider necessary for effectively discharging its functions under this Act.

(2)

Any remuneration, salary or allowances, and other terms and conditions of service of
such officers, employees, consultants and experts shall be such as may be specified.

Grants by Central Government.—

The Central Government may, after due appropriation made by Parliament by law in this behalf, make to
the Authority grants of such sums of money as it may think fit for the purposes of this Act.
58.

Accounts and Audit —
(1)

The Authority shall maintain proper accounts and other relevant records and prepare an
annual statement of accounts in such form as may be prescribed by the Central
Government in consultation with the Comptroller and Auditor-General of India.
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60.

(2)

The accounts of the Authority shall be audited by the Comptroller and Auditor-General of
India at such intervals as may be prescribed and any expenditure incurred by her in
connection with such audit shall be reimbursed to her by the Authority.

(3)

The Comptroller and Auditor-General of India and any other person appointed by her in
connection with the audit of the accounts of the Authority shall have the same rights and
privileges and authority in connection with such audit as the Comptroller and AuditorGeneral of India generally has in connection with the audit of the Government accounts
and, in particular, shall have the right to demand the production of books, accounts,
connected vouchers and other documents and papers, and to inspect any of the offices of
the Authority.

(4)

The accounts of the Authority as certified by the Comptroller and Auditor-General of
India or any other person appointed by the Comptroller and Auditor-General of India in
this behalf together with the audit report thereon shall be forwarded annually to the
Central Government and the Central Government shall cause the same to be laid before
each House of the Parliament.

Furnishing of returns, etc. to Central Government.—
(1)

The Authority shall furnish to the Central Government at such time and in such form and
manner as may be prescribed or as the Central Government may direct, such returns and
statements and such particulars in regard to any proposed or existing programme for the
promotion and development of protection of personal data, as the Central Government
from time to time, require.

(2)

The Authority shall prepare once every year in such form and at such time as may be
prescribed, an annual report giving a summary of its activities during the previous year
and copies of the report shall be forwarded to the Central Government

(3)

A copy of the report received under sub-section (2) shall be laid, as soon as may be after
it is received, before each House of the Parliament.

Powers and Functions of the Authority.—
(1)

It shall be the duty of the Authority to protect the interests of data principals, prevent any
misuse of personal data, ensure compliance with the provisions of this Act, and promote
awareness of data protection.
Cornellia Chambers comment: We would like the authors of the proposed law to
explain how they perceive promotion of awareness regarding data protection. In our
opinion a more pressing concern is to create awareness about the consequences of
misuse of personal data for unethical persuasion. We should make our population
aware about their psychological vulnerabilities and how they can protect themselves
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from being targets of manipulation by unethical data fiduciaries and data
processors.
It should be mandatory for all data fiduciaries and data processors to organize
awareness workshops and campaigns for their employees and customers through
amongst other means their platform and social media.
The government should also take out advertisements on national television and
popular channel regarding such issues.
The data fiduciaries with a turnover of Rs.25 crores or more should be required to
set 1/2 % of their revenue or Rs. 6, 00, 000 (whichever is higher) towards generating
awareness and this should be considered as part of their corporate social
responsibility. Data fiduciaries with a turnover of less than 25 crores should be
required to deploy at least Rs. 3 lacs annually towards generating awareness and
such data fiduciaries can undertake such awareness activities independently or
collectively.
(2)

Without prejudice to the generality of the foregoing and other functions set out under this
Act, the functions of the Authority shall include—
(a)
(b)
(c)
(d)
(e)
(f)

(g)
(h)
(i)

(j)

(k)

monitoring and enforcing application of the provisions of this Act;
specifying reasonable purposes for which personal data may be processed under
section 17 of this Act;
specifying residuary categories of sensitive personal data under section 22 of this
Act;
taking prompt and appropriate action in response to a data security breach in
accordance with the provisions of this Act;
specifying the circumstances where a data protection impact assessment may be
required to be undertaken in accordance with section 33 of this Act;
maintaining a database on its website containing names of significant data
fiduciaries along with a rating in the form of a data trust score indicating
compliance with the obligations of this Act by such fiduciaries;
specifying the criteria for assigning a rating in the form of a data trust score by a
data auditor having regard to the factors mentioned in sub-section (2) of section 35;
examination of any data audit reports submitted under section 35 of this Act and
taking any action pursuant thereto in accordance with the provisions of this Act;
issuance of a certificate of registration to data auditors and renewal, modification,
withdrawal, suspension or cancellation thereof and maintaining a database on its
website of such registered data auditors and specifying the requisite qualifications,
code of conduct, practical training and functions to be performed by such data
auditors;
categorisation and issuance of certificate of registration to significant data
fiduciaries and renewal, modification, withdrawal, suspension or cancellation
thereof under section 38;
monitoring cross-border transfer of personal data undersection 41 of this Act;
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(l)
(m)

(n)
(o)
(p)
(q)

(r)

(s)
(t)
(u)
(v)
(w)

(x)

(3)

issuing codes of practice in accordance with section 61 of this Act and publishing
such codes on its website;
promoting public awareness and understanding of the risks, rules, safeguards and
rights in respect of protection of personal data, including issuance of any public
statement setting out trends in, or specific instances of, contravention of the
provisions of this Act by a data fiduciary or a class of data fiduciaries, as the case
may be;
promoting awareness among data fiduciaries of their obligations and duties under
this Act;
monitoring technological developments and commercial practices that may affect
protection of personal data;
promoting measures and undertaking research for innovation in the field of
protection of personal data;
advising Parliament, Central Government, State Government and any regulatory or
statutory authority on measures that must be undertaken to promote protection of
personal data and ensuring consistency of application and enforcement of this Act;
issuing guidance on any provision under this Act either on its own or in response to
any query received from a data fiduciary where the Authority considers it
necessary, subject always to the provisions of this Act;
advising the Central Government on the acceptance of any relevant international
instrument relating to protection of personal data;
specifying fees and other charges for carrying out the purposes of this Act;
receiving and handling complaints under the provisions of this Act;
calling for information from, conducting inspections and inquiries into the affairs
of data fiduciaries in accordance with the provisions of this Act;
preparation and publication of reports setting out the result of any inspection or
inquiry and any other comments that the Authority deems to be in public interest;
and
performing such other functions, including maintaining, updating and submitting
any records, documents,books, registers or any other data, as may be prescribed.

Notwithstanding anything contained in any other law for the time being in force, while
exercising the powers under clause (v) of sub-section (2), the Authority shall have the
same powers as are vested in a civil court under the Code of Civil Procedure, 1908 (5 of
1908) while trying a suit, in respect of the following matters, namely—
(a)
(b)
(c)
(d)
(e)

the discovery and production of books of account and other documents, at such
place and at such time as may be specified;
summoning and enforcing the attendance of persons and examining them on oath;
inspection of any book, document, register or record of any data fiduciary;
issuing commissions for the examination of witnesses or documents;
any other matter which may be prescribed.
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(4)

61.

Where, pursuant to the provisions of this Act, the Authority processes personal data,it
shall be construed as the data fiduciary or the data processor in relation to such personal
data as applicable, and where the Authority comes into possession of any information that
is treated as confidential by the data fiduciary or data processor, it shall not disclose such
information unless required as per law, or where it is required to carry out its function
under clause (w) of sub-section (2).

Codes of Practice.—
(1)

The Authority shall issue codes of practice in accordance with this section to promote
good practices of data protection and facilitate compliance with the obligations under this
Act.

(2)

Notwithstanding sub-section (1), the Authority may also approve,and issue codes of
practice submittedby an industry or trade association, an association representing the
interest of data principals, any sectoral regulator or statutory authority, or any
departments or ministries of the Central or State Government.

(3)

The Authority shall ensure transparency while approving or issuing any code of practice
under this section in accordance with sub-section (4).

(4)

A code of practice, whether under sub-section (1) or sub-section (2), shall not be issued
unless the Authority has undertaken a requisite consultation process with relevant sectoral
regulators and stakeholders including the public and has followed the procedure for
issuance of such code of practice, as may be prescribed.

(5)

A code of practice issued under this section shall not derogate fromthe provisions of this
Actor any applicable law.

(6)

Without prejudice to sub-sections (1) or (2), or any other provision of this Act, the
Authority may issue codes of practice in respect of the following matters—
(a)
(b)
(c)
(d)
(e)
(f)
(g)
(h)

(i)
(j)

requirements for notice undersection 8 of this Act including any model forms or
guidance relating to notice;
measures for ensuring quality of personal data processed under section 9 of this
Act;
measures pertaining to the retention of personal data under section 10 of this Act;
conditions for valid consent under section 12 of this Act;
processing of personal data under section 15 of this Act;
activities where processing of personal data may be undertaken undersection 17;
processing of sensitive personal data underChapter IV of this Act;
processing of personal data under any other ground for processing, including
processing of personal data of children and development of appropriate ageverification mechanisms under section 23 and mechanisms for processing personal
data on the basis of consent of users incapable of providing valid consent under this
Act;
exercise of any right by data principals under Chapter VI of this Act;
the standards and means by which a data principal may avail the right to data
portability under section 26 of this Act;
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(k)
(l)
(m)
(n)
(o)
(p)
(q)
(r)

(s)

transparency and accountability measures including the standards thereof to be
maintained by data fiduciaries and data processors under Chapter VII of this Act;
standards for security safeguards to be maintained by data fiduciaries and data
processors under section 31 of this Act;
methods of de-identification and anonymisation;
methods of destruction, deletion, or erasure of personal data where required under
this Act;
appropriate action to be taken by the data fiduciary or data processor in response to
a personal data breach under section 32 of this Act;
manner in which data protection impact assessments may be carried out by the data
fiduciary or a class thereof under section 33 of this Act;
cross-border transfer of personal data pursuant to section 41 of this Act;
processing of any personal data or sensitive personal data to carry out any activity
necessary for research, archiving or statistical purposes under section 45 of this
Act; and
any other matter which, in the view of the Authority, may require issuance of a
code of practice.

(7)

Non-compliance by the data fiduciary or data processor with any code of practice issued
under this section and applicable to it may be considered by the Authority, or any court,
tribunal or statutory body, while determining whether such data fiduciary or data
processor has violated the provisions of this Act.

(8)

Nothing contained in sub-section (7) shall prevent a data fiduciary or data processor from
demonstrating before the Authority, or any court, tribunal or statutory body, that it has
adopted an equivalent or a higher standard than that stipulated under the relevant code of
practice.

(9)

The Authority may review, modify or revoke a code of practice issued under this section
in the manner prescribed.

(10) The Authority shall maintain a register in the manner prescribed containing details of the
codes of practice, which are currently in force and shall make such codes of practice
publicly available on its website.
62.

Power of Authority to issue directions.—
(1)

The Authority may, for the discharge of its functions under this Act, issue such directions
from time to time as it may consider necessary to data fiduciaries or data processors
generally, or to any data fiduciaryor data processor in particular, and such data fiduciaries
or data processors, as the case may be, shall be bound to comply with such directions.

(2)

No such direction shall be issued under sub-section (1) unless the Authority has given a
reasonable opportunity of being heard to the data fiduciaries or data processors
concerned.
The Authority may, on a representation made to it or on its own motion, modify, suspend,
withdraw or cancel any direction issued under sub-section (1) and in doing so, may
impose such conditions as it thinks fit, subject to which the modification, suspension,
withdrawal or cancellation shall have effect.

(3)
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64.

Power of Authority to call for information.—
(1)

Without prejudice to the other provisions of this Act, the Authority may require a data
fiduciaryor data processor to provide such information as may be reasonably required by
it for discharging its functions under this Act.

(2)

If the Authority requires a data fiduciary or a data processor to provide information as per
sub-section (1), it must provide a written notice to the data fiduciaryor the data processor
stating the reasons for such requisition.

(3)

The Authority shall specify the manner in which the data fiduciaryor data processor shall
provide the information sought in sub-section (1), including the designation of the officer
or employee of the Authority who may seek such information, time frame within which
such information is required to be furnished and the form in which such information may
be provided.

Power of Authority to conduct inquiry. —
(1)

The Authority may conduct an inquiry where it has reasonable grounds to believe that—
(a)
(b)

the activities of the data fiduciary or data processor being conducted in a manner
which is detrimental to the interest of data principals; or
any data fiduciary or data processor has violated any of the provisions of this Act
or the rules prescribed, or the regulations specified, or directions issued by the
Authority thereunder.

(2)

For the purpose of sub-section (1), the Authority shall, by an order in writing, appoint one
of its officers as an Inquiry Officer to inquire into the affairs of such data fiduciary or data
processor and to report to the Authority on any inquiry made.

(3)

An Inquiry Officer, may wherever necessary, appoint any other person for the purpose of
assisting in any inquiry under this section.

(4)

The order referred to in sub-section (2) shall also set out the reasons for commencing the
inquiry and the scope of the inquiry and may be modified from time to time.

(5)

Every officer, employee or other person acting under the direct authority of the data
fiduciary or the data processor, or a service provider, or a contractor, where services are
being obtained by or provided to the data fiduciary or data processor, as the case may be,
shall be bound to produce before the Inquiry Officer directed to make the inquiry, all such
books, registers, documents, records and any data in their custody or power and to furnish
to the Inquiry Officer any statement and information relating to the affairs of the data
fiduciary or data processor as the Inquiry Officer may require within such time as the said
Inquiry Officer may specify.

(6)

The Inquiry Officer shall undertake the inquiry only after providing a written notice to the
persons referred to in sub-section (5) stating the reasons for the inquiry and the
relationship between the data fiduciary and the scope of the inquiry.
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(7)

The Inquiry Officer may keep in its custody any books, registers, documents, records and
other data produced under sub-section (5) for six months and thereafter shall return the
same to the person by whom or on whose behalf such books, registers, documents, record
and data are produced, unless an approval to retain such books, registers, documents,
record and data for an additional period not exceeding three months has been obtained
from the Authority.

(8)

Without prejudice to any other power set out in this Act or under any other law, any
Inquiry Officer directed to make an inquiry may examine on oath, any officer, employee
or other person acting under the direct authority of the data fiduciary or the data
processor, or a service provider, or a contractor where services are being obtained by or
provided to the data fiduciary or data processor, as the case may be, in relation to the
business or activity of the data fiduciary or data processor.

Action to be taken by Authority pursuant to an inquiry.—

(1)

On receipt of a report under sub-section (2) of section 64, the Authority may, after giving
such opportunity to the data fiduciaryor data processor to make a representation in
connection with the report as the Authority deems reasonable, by an order in writing—
(a)
(b)
(c)
(d)
(e)
(f)
(g)
(h)

(2)

66.

issue a warning to the data fiduciary or data processor where the business or
activity is likely to violate the provisions of this Act;
issue a reprimand to the data fiduciary or data processor where the business or
activity has violated the provisions of this Act;
require the data fiduciary or data processor to cease and desist from committing or
causing any violation of the provisions of this Act;
require the data fiduciaryor data processor to modify its business or activity to
bring it in compliance with the provisions of this Act;
temporarily suspend or discontinue business or activity of the data fiduciary or data
processor which is in contravention of the provisions of this Act;
vary, suspend or cancel any registration granted by the Authority in case of a
significant data fiduciary;
suspend or discontinue any cross-border flow of personal data; or
require the data fiduciary or data processor to take any such action in respect of any
matter arising out of the report as the Authority may think fit.

A data fiduciary or data processor aggrieved by an order made under this section by the
Authority may prefer an appeal to the Appellate Tribunal.

Search and Seizure.—
(1)

Where the Authority has reasonable grounds to believe that—
(a)

any person who has been required under sub-section (5) of section 64to produce, or
cause to be produced, any books, registers, documents, records or data in her
custody or power is likely to omit or fail, or has omitted or failed, to do so; or
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(b)

(c)

any books, registers, documents, records or data belonging to any person as
mentioned in clause(a) of sub-section (1) are likely to be tampered with, altered,
mutilated, manufactured, falsified or destroyed; or
a contravention of any provision of this Act has been committed or is likely to be
committed by a data fiduciary,

it may authorise any officer of the Authority not below the rank equivalent to that of a Gazetted
Officer of the Central Government (hereinafter referred to as “Authorised Officer”) to—
(i)
(ii)

(iii)
(iv)
(v)

enter and search any building or place where she has reason to suspect that such
books, registers, documents, records or data are kept;
break open the lock of any box, locker, safe, almirah or other receptacle for
exercising the powers conferred by clause (i) where the keys thereof are not
available;
access any computer, computer resource, or any other device containing or
suspected to be containing data;
seize all or any such books, registers, documents, records or data found as a result
of such search;
place marks of identification on such books, registers, documents, records or
databases or make extracts or copies of the same.

(2)

The Authorised Officer may requisition the services of any police officer or of any officer
of the Central Government, or of both, as the case may be, for assistance related to any of
the purposes specified in sub-section (1) and it shall be the duty of every such police
officer or officer to comply with such requisition.

(3)

The Authorised Officer may, where it is not practicable to seize any such book, register,
document, record or data specified in sub-section (1), serve an order on the person who is
in immediate possession or control thereof that such person shall not remove, part with or
otherwise deal with it except with the previous permission of such officer and such
officer may take such steps as may be necessary for ensuring compliance with this subsection.

(4)

The Authorised Officer may, during the course of the search or seizure, examine on oath
any person who is found to be in possession or control of any books, registers,documents,
records or data, and any statement made by such person during such examination may
thereafter be used in evidence in any proceeding under this Act.

(5)

The books, registers, documents, records or data seized under sub-section (1) shall not be
retained by the Authorised Officer for a period exceeding six months from the date of the
seizure unless the reasons for retaining the same are recorded by her in writing and the
approval of the Authority for such retention is obtained.

(6)

The Authority shall not authorise the retention of the books, registers, documents, records
or data for a period exceeding thirty days after all the proceedings under this Act, for
which the said books, registers, documents, records or data are relevant, are completed.

(7)

The person from whose custody the books, registers, documents, records or data are
seized under sub-section (1) may make copies thereof, or take extracts therefrom, in the
presence of the Authorised Officer or any other person appointed by her in this behalf at
such place and time as the Authorised Officer may designate in this behalf.

49.

(8)

If a person legally entitled to the books, registers, documents, records or data seized under
sub-section (1) objects for any reason to the approval given by the Authority under subsection (5), such person may make an application to the Appellate Tribunal stating therein
the reason for such objection and requesting for the return of the books, registers,
documents, records or data.

(9)

On receipt of the application under sub-section (8), the Appellate Tribunal may, after
giving the parties an opportunity of being heard, pass such order as it thinks fit including
any order prohibiting the destruction or alteration of such books, registers, documents,
records or data.

(10) The provisions of the Code of Criminal Procedure, 1973 (2 of 1974) relating to searches
and seizures shall apply, so far as may be, to every search and seizure made under subsection (1).
(11) Without prejudice to the generality of the foregoing, rules may be prescribed in relation to
the process for search and seizure under this section and in particular may provide for—
(a)
(b)
(c)

67.

obtaining ingress into such building or place to be searched where free ingress
thereto is not available;
obtaining access to a computer, computer resource, or any other device containing
or suspected to be containing data, where such access is not available;
ensuring safe custody of any books, registers, documents, records or data seized
under this section.

Coordination between the Authority and other regulators or authorities.—

Where any action proposed to be taken by the Authority under this Act is such that any other regulator or
authority constituted under a law made by Parliament or the State legislature may also have concurrent
jurisdiction, the Authority shall consult such other regulator or authority before taking such action and
may also enter into a memorandum of understanding with such other regulator or authority governing the
coordination of such actions.
68.

Appointment of Adjudicating Officer.—
(1)

Without prejudice to any other provision of this Act and for the purpose of imposing of
penalties under section69to section 73or awarding compensation under section 75, the
Authority shall have a separate adjudication wing.

(2)

The Central Government shall,having regard to the need to ensure the operational
segregation, independence, and neutrality of the adjudication wing,prescribe—
(a)
(b)
(c)
(d)
(e)
(f)

number of Adjudicating Officers;
qualification of Adjudicating Officers;
manner and terms of appointment of Adjudicating Officers ensuring independence
of such officers;
jurisdiction of Adjudicating Officers;
procedure for carrying out an adjudication under this Act; and
other such requirements as the Central Government may deem fit.
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(3)

The Adjudicating Officers shall be persons of ability, integrity and standing, and must
have specialised knowledge of, and not less than seven years professional experience in
the fields of constitutional law, cyber and internet laws, information technology law and
policy, data protection and related subjects.

CHAPTER XI
PENALTIES AND REMEDIES

69.

Penalties.—
(1)

Where the data fiduciary contravenes any of the following provisions, it shall be liable to
a penalty which may extend up to five crore rupeesor two per cent of its total worldwide
turnover of the preceding financial year, whichever is higher, as applicable—
(a)
(b)
(c)
(d)
(e)

(2)

obligation to take prompt and appropriate action in response to a data security
breach under section 32 of this Act;
obligation to undertake a data protection impact assessment by a significant data
fiduciary under section 33 of this Act;
obligation to conduct a data audit by a significant data fiduciary under section 35 of
this Act;
appointment of a data protection officer by a significant data fiduciary undersection
36 of this Act;
failure to register with the Authority under sub-section (2) of section 38.

Where a data fiduciary contravenes any of the following provisions, it shall be liable to a
penalty which may extend up to fifteen crore rupees or four per cent of its total
worldwide turnover of the preceding financial year, whichever is higher, as applicable—
(a)
(b)
(c)
(d)
(e)
(f)

processing of personal data in violation of the provisions of Chapter II;
processing of personal data in violation of the provisions of Chapter III;
processing of sensitive personal data in violation of the provisions of Chapter IV of
this Act;
processing of personal data of children in violation of the provisions of Chapter V;
failure to adhere to security safeguards as per section 31 of this Act;
transfer of personal data outside India in violation of section 41 of this Act.

Explanation I. For the purposes of this section, “total worldwide turnover” means the gross amount of
revenue recognised in the profit and loss account or any other equivalent statement, as applicable, from
the sale, supply or distribution of goods or services or on account of services rendered, or both, and where
such revenue is generated within India and outside India.
Explanation II. For the purposes of this section, it is hereby clarified thattotal worldwide turnover in
relation to a data fiduciary is the total worldwide turnover of the data fiduciary and the total worldwide
turnover of any group entity of the data fiduciary where such turnover of a group entity arises as a result
of the processing activities of the data fiduciary, having regard to factors, including—
(i)

the alignment of the overall economic interests of the data fiduciary and the group
entity;
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(ii)
(iii)

70.

the relationship between the data fiduciary and the group entity specifically in
relation to the processing activity undertaken by the data fiduciary; and
the degree of control exercised by the group entity over the data fiduciary or vice
versa, as the case may be.

Penalty for failure to comply with data principal requests under Chapter VI.—

Where, any data fiduciary, without any reasonable explanation, fails to comply with any request made by
a data principal under Chapter VI of this Act, such data fiduciary shall be liable to a penalty of five
thousand rupees for each day during which such default continues, subject to a maximum of ten lakh
rupees in case of significant data fiduciaries and five lakh rupees in other cases.
71.

Penalty for failure to furnish report, returns, information, etc.—

If any data fiduciary, who is required under this Act, or rules prescribed or regulations specified
thereunder, to furnish any report, return or information to the Authority, fails to furnish the same, then
such data fiduciary shall be liable to penalty which shall be ten thousand rupees for each day during
which such default continues, subject to a maximum of twenty lakh rupees in case of significant data
fiduciaries and five lakh rupees in other cases.
72.
Penalty for failure to comply with direction or order issued by the Authority.—
If any data fiduciaryor data processor fails to comply with any direction issued by the Authority under
section 62or order issued by the Authority under section 65,as applicable, such data fiduciaryor data
processor shall be liable to a penalty which, in case of a data fiduciary may extend to twenty thousand
rupees for each day during which such default continues, subject to a maximum of two crore rupees, and
in case of a data processor may extend to five thousand rupees for each day during which such default
continues, subject to a maximum of fifty lakh rupees.
73.

Penalty for contravention where no separate penalty has been provided.—

Where any person fails to comply with any provision of this Act, or rules prescribed or regulations
specified thereunder as applicable to such person, for which no separate penalty has been provided, then
such person shall be liable to a penalty subject to a maximum of one crore rupees in case of significant
data fiduciaries, and a maximum of twenty five lakh rupees in all other cases.
Cornellia Chambers comment: Drawing inspiration from the European Union’s General Data
Protection Regulation, we should not under-estimate the importance of protecting our own
population from the misuse of their personal data for unethical persuasion by data fiduciaries and
data processors.
A large part of our population is unaware and uneducated and it is the moral responsibility of the
government to play a guardian’s role in this context. This is an opportunity for us to protect,
preserve and encourage freedom of thought and confidence in our people. Leaders around the
world who have led innovation in technology have openly expressed serious concerns around the
consequences that misuse of personal data can have on work efficiencies and the general state of
mind of people. Personal data, when misused is capable of being used as weapon to destroy an
entire nation, its capacity and belief system. The data protection law will define the value system of
the tech industry in our country. We must not allow the tech industry to hinge its growth on the
basis of tech products that tap into the psychological vulnerabilities of our people and are built to
encourage unethical persuasion. This is the moment to define our value systems and expectations
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clearly as a strong nation and we have no reason to fear – as the world will still include us in their
journey of technological evolution, which will take everyone forward together, if done correctly.
For this reason, we must not be afraid to set out heavy and strict penalties for contravention of our
data protection law. This will send a strong message to the world about our seriousness in
protecting our people’s interest.
Furthermore, we observed that there is no penalty on the data fiduciary for failure to disclose data
breach to the data protection authority and to data principals and the proposed law should attract
the highest penalties set out under the data protection law.
74.

Adjudication by Adjudicating Officer.—

(1)

No penalty shall be imposed under this Chapter except after conducting an inquiry in
such manner as may be prescribed, and the data fiduciary or data processoror any person,
as the case may be, has been given a reasonable opportunity of being heard.

(2)

While holding an inquiry, the Adjudicating Officer shall have the power to summon and
enforce the attendance of any person acquainted with the facts and circumstances of the
case to give evidence or to produce any document which, in the opinion of the
Adjudicating Officer, may be useful for or relevant to the subject matter of the inquiry.

(3)

If, on the conclusion of such inquiry, the Adjudicating Officer is satisfied that the person
has failed to comply with the provisions of this Act or has caused harm to any data
principal as a result of any violation of the provisions of this Act, which a penalty may be
imposed under section 69to section 73, the Adjudicating Officer may impose a penalty in
accordance with the provisions of the appropriate section.

(4)

While deciding whether to impose a penalty under sub-section (3) of this section and in
determining the quantum of penalty under section69to section 73, the Adjudicating
Officer shall have due regard to the following factors, as may be applicable —
(a)
(b)
(c)
(d)
(e)
(f)

(g)
(h)

(5)

nature, gravity and duration of violation taking into account the nature, scope and
purpose of processing concerned;
number of data principals affected, and the level of harm suffered by them;
intentional or negligent character of the violation;
nature of personal data impacted by the violation;
repetitive nature of the default;
transparency and accountability measures implemented by the data fiduciary or
data processor including adherence to any relevant code of practice relating to
security safeguards;
action taken by the data fiduciary or data processor to mitigate the harm suffered by
data principals; and
any other aggravating or mitigating factors relevant to the circumstances of the
case, such as, the amount of disproportionate gain or unfair advantage, wherever
quantifiable, made as a result of the default.

Any person aggrieved by an order under this section by the Adjudicating Officer may
prefer an appeal to the Appellate Tribunal.
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Compensation.—
(1)

Any data principal who has suffered harm as a result of any violation of any provision
under this Act, or rules prescribed or regulations specified hereunder, by a data fiduciary
or a data processor, shall have the right to seek compensation from the data fiduciary or
the data processor, as the case may be.

Explanation.- For the removal of doubts, it is hereby clarified that a data processor shall be liable
only where it has acted outside or contrary to the instructions of the data fiduciary pursuant to
section37, or where the data processor is found to have acted in a negligent manner, or where the
data processor has not incorporated adequate security safeguards under section 31, or where it has
violated any provisions of this Act expressly applicable to it.
(2)

The data principal may seek compensation under this section pursuant to a complaint
instituted in such form and manner as may be prescribed before an Adjudicating Officer.

(3)

Where there are one or more data principals or any identifiable class of data principals
who have suffered harm as a result of any violation by the same data fiduciary or data
processor, one complaint may be instituted on behalf of all such principals seeking
compensation for the harm suffered.

(4)

While deciding whether to award compensation and the amount of compensation under
this section, the Adjudicating Officer shall have due regard to the following factors,
namely—
(a)
(b)
(c)
(d)

(e)
(f)
(g)

(h)

nature, duration and extent of violation of the provisions of the Act, rules
prescribed, or regulations specified thereunder;
nature and extent of harm suffered by the data principal;
intentional or negligent character of the violation;
transparency and accountability measures implemented by the data fiduciary or the
data processor, as the case may be, including adherence to any relevant code of
practice relating to security safeguards;
action taken by the data fiduciary or the data processor, as the case may be, to
mitigate the damage suffered by the data principal;
previous history of any, or such, violation by the data fiduciary or the data
processor, as the case may be;
whether the arrangement between the data fiduciary and data processor contains
adequate transparency and accountability measures to safeguard the personal data
being processed by the data processor on behalf of the data fiduciary;
any other aggravating or mitigating factor relevant to the circumstances of the case,
such as, the amount of disproportionate gain or unfair advantage, wherever
quantifiable, made as a result of the default.

(5)

Where more than one data fiduciary or data processor, or both a data fiduciary and a data
processor are involved in the same processing activity and are found to have caused harm
to the data principal as per this section, then each data fiduciary or data processor may be
ordered to pay the entire compensation for the harm in order to ensure effective and
speedy compensation to the data principal.

(6)

Where a data fiduciary or a data processor has, in accordance with sub-section (5), paid
the entire amount of compensation for the harm suffered by the data principal, such data
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fiduciary or data processor shall be entitled to claim from the other data fiduciaries or
data processors, as the case may be, that amount of compensation corresponding to their
part of responsibility for the harm caused.
(7)

Any person aggrieved by an order made under this section by the Adjudicating Officer
may prefer an appeal to the Appellate Tribunal.

(8)

The Central Government may prescribe the procedure for hearing of a complaint under
this section.

Cornellia Chambers comment: From a reading of this provision it is not clear as to whether the
data fiduciary and data processor convicted of contravention under the data protection law, will
be jointly and/ or severally liable for payment of compensation. A clarification in this regard is
necessary to save the valuable time of the judiciary in dealing with interpretational issues in
future.
76.

Compensation or penalties not to interfere with other punishment.—

No compensation awarded, or penalty imposed, under this Act shall prevent the award of compensation or
imposition of any other penalty or punishment under any other law for the time being in force.
Cornellia Chambers comment: The proposed law also bars the jurisdiction of civil courts with
respect to any matter that is a subject matter of this data protection law. It is not clear as to in what
circumstances, will an award of compensation or imposition of penalty be attracted under any
other law, for a subject matter relating to the data protection law.
While we understand that proceedings under the data protection law will not be a bar to criminal
proceedings (for eg: instituted under the Indian Penal Code), however on a reading of the proposed
law, it appears that the data protection law envisages a bar on other civil proceedings where the
subject matter is one that will be governed by the data protection law.
Therefore, a clarification in this regard is needed that will clearly state the circumstances in which
an aggrieved data principal can go to a civil court. Such clarification is essential to avoid
procedural delays and interpretational difficulties in future.
77.

Data Protection Funds.—
(1)

There shall be constituted a fund to be called the Data Protection Authority Fund to which
the following shall be credited—
(a)
(b)

all Government grants, fees and charges received by the Authority under this Act;
and
all sums received by the Authority from such other source as may be decided upon
by the Central Government, but which shall not include the sums mentioned in subsection (3).

(c)

The Data Protection Authority Fund shall be applied for meeting—
(i)

the salaries, allowances and other remuneration of the chairperson, members,
officers, employees, consultants and experts appointed by the Authority; and
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(ii)
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the other expenses of the Authority in connection with the discharge of its
functions and for the purposes of this Act.

(2)

Without prejudice to the foregoing, there shall also be constituted a fund to be called the
Data Protection Awareness Fundto which all sums realised by way of penalties by the
Authority under this Act shall be credited.

(3)

The Data Protection Awareness Fund shall be applied solely for the purpose of generating
awareness regarding data protection including for the purposes set out in clauses (m), (o)
and (p) of sub-section (2) of section 61 and for no other purpose whatsoever.

Recovery of Amounts.—
(1)

The Authority shall, by an order in writing, appoint at least one officer or employee as a
Recovery Officer for the purpose of this Act.

(2)

Where any person fails to comply with—
(a)
(b)

an order of the Adjudicating Officer imposing a penalty under the provisions of this
Act; or
an order of the Adjudicating Officer directing payment of compensation under the
provisions of this Act,

the Recovery Officer may recover from such person the aforesaid amount in any of the following
ways, in descending order of priority, namely—
attachment and sale of the person‟s movable property;
attachment of the person‟s bank accounts;
attachment and sale of the person‟s immovable property;
arrest and detention of the person in prison;
appointing a receiver for the management of the person‟s movable and immovable
properties.

(i)
(ii)
(iii)
(iv)
(v)

(3)

For the purpose of such recovery, the provisions of section 220 to section 227, and
sections 228A, 229 and 232, the Second and Third Schedules of the Income Tax Act,
1961 (43 of 1961) and the Income Tax (Certificate Proceedings) Rules, 1962, as in force
from time to time, in so far as may be, shall apply with necessary modifications as if the
said provisions and rules—
(a)
(b)

(4)

were the provisions of this Act; and
referred to the amount due under this Act instead of to income tax under the
Income Tax Act, 1961 (43 of 1961).

In this section, the movable or immovable property or monies held in a bank account
shall include property or monies which meet all the following conditions—
(a)
(b)

property or monies transferred by the person without adequate consideration;
such transfer is made:
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(i)
(ii)
(c)

(5)

on or after the date on which the amount in the certificate drawn up
under section 222 of the Income Tax Act, 1961 (43 of 1961) had
become due; and
to the person‟s spouse, minor child, son‟s wife or son‟s minor child.

such property or monies are held by, or stand in the name of, any of the persons
referred to in sub-clause (b), including where they are so held or stand in the name
of such persons after they have attained the age of majority.

The Recovery Officer shall be empowered to seek the assistance of the local district
administration while exercising the powers under this section.

Cornellia Chambers comment: It is not clear as to whether or not the recovery process can
be commenced by recovery officers during the pendency of any proceedings before the
appellate tribunal and the Supreme Court.
It is also not clear as to whether the recovery officer can exercise her powers of recovery,
should the matter be finally decided by the appellate tribunal or Supreme Court.
A clarification in this regard is extremely important for quick execution of orders and to
avoid delay due to interpretational difficulties regarding this provision.
CHAPTER XII
APPELLATE TRIBUNAL

79.

Establishment of Appellate Tribunal—
(1)

The Central Government shall, by notification, establish an Appellate Tribunal to—
(a)
(b)
(c)
(d)
(e)

hear and dispose of any appeal from an order of the Adjudicating Officer under
sub-section (5) of section 39;
hear and dispose of any appeal from an order of the Authority under sub-section (2)
of section 65;
hear and dispose of an application under sub-section (9) of section 66;
hear and dispose of any appeal from an order of the Adjudicating Officer under
sub-section (5) of section 74; and
hear and dispose of any appeal from an order of an Adjudicating Officer under subsection (7) of section 75.

(2)

The Appellate Tribunal shall consist of a chairperson and such number of members as
may be notified by the Central Government.

(3)

The Appellate Tribunal shall be set up at such place or places, as the Central Government
may, in consultation with the chairperson of the Appellate Tribunal, notify.

(4)

80.

Where, in the opinion of the Central Government, any existing body is competent to
discharge the functions of the Appellate Tribunal as envisaged under this Act, then the
Central Government may notify such existing body to act as the Appellate Tribunal under
this Act.
Qualifications, appointment, term, conditions of service of members.—

57.

81.

(1)

The Central Government may prescribe the qualifications, appointment, term of office,
salaries and allowances, resignation, removal and the other terms and conditions of
service of the chairperson and any member of the Appellate Tribunal.

(2)

Neither the salary and allowances nor the other terms and conditions of service of the
chairperson or member of the Appellate Tribunal may be varied to her disadvantage after
her appointment.

Vacancies.—

If, for reason other than temporary absence, any vacancy occurs in the office of the chairperson or a
member of the Appellate Tribunal, the Central Government shall appoint another person in accordance
with the provisions of this Act and the rules prescribed to fill the vacancy and the proceedings may be
continued before the Appellate Tribunal from the stage at which the vacancy is filled.
82.

83.

84.

Staff of Appellate Tribunal.—
(1)

The Central Government shall provide the Appellate Tribunal with such officers and
employees as it may deem fit.

(2)

The officers and employees of the Appellate Tribunal shall discharge their functions
under the general superintendence of its chairperson.

(3)

The salaries and allowances and other conditions of service of such officers and
employees of the Appellate Tribunal shall be such as may be prescribed.

Distribution of business amongst benches.—
(1)

Subject to the provisions of this Act, the jurisdiction of the Appellate Tribunal may be
exercised by benches thereof, which shall be constituted by the chairperson.

(2)

Where benches of the Appellate Tribunal are constituted under sub-section (1), the
chairperson may, from time to time, by notification, make provisions as to the distribution
of the business of the Appellate Tribunal amongst the benches, transfer of members
between benches, and also provide for the matters which may be dealt with by each
bench.

(3)

On the application of any of the parties and after notice to the parties, and after hearing
such of them as the chairperson may desire to be heard, or on the chairperson‟s own
motion without such notice, the chairperson of the Appellate Tribunal may transfer any
case pending before one bench, for disposal, to any other bench.

Appeals to Appellate Tribunal.—
(1)

Any person may file an appealor application, as the case may be, with the Appellate
Tribunal in such form, verified in such manner and be accompanied by such fee, as may
be prescribed.
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(2)

Any appeal or application to the Appellate Tribunal, as the case may beshall be preferred
within a period of thirty days from the date on which a copy of the decision or order made
by the Authority or the Adjudicating Officer, as the case may be, is received by the
appellant or applicant and it shall be in such form, verified in such manner and be
accompanied by such fee as may be prescribed.

(3)

Notwithstanding sub-section (2), the Appellate Tribunal may entertain any appeal or
application, as the case may be, after the expiry of the said period of thirty days if it is
satisfied that there was sufficient cause for not filing it within that period.

(4)

On receipt of an appealor application, as the case may be, under this section, the
Appellate Tribunal may, after providing the parties to the dispute or appeal, an
opportunity of being heard, pass such orders thereon as it thinks fit.

(5)

The Appellate Tribunal shall send a copy of every order made by it to the parties to the
dispute or the appeal and to the Authority, as the case may be.

(6)

The Appellate Tribunal may, for the purpose of examining the legality or propriety or
correctness, of any decision, or order of the Authority or Adjudicating Officer referred to
in the appeal or application preferred under this section, on its own motion or otherwise,
call for the records relevant to disposing of such appeal or application and make such
orders as it thinks fit.

Procedure and powers of Appellate Tribunal.—

(1)

The Appellate Tribunal shall not be bound by the procedure laid down by the Code of
Civil Procedure, 1908 (5 of 1908), but shall be guided by the principles of natural justice
and, subject to the other provisions of this Act, the Appellate Tribunal shall have powers
to regulate its own procedure.

(2)

The Appellate Tribunal shall have, for the purposes of discharging its functions under this
Act, the same powers as are vested in a civil court under the Code of Civil Procedure,
1908 (5 of 1908), while trying a suit, in respect of the following matters, namely—
(a) summoning and enforcing the attendance of any person and examining her on oath;
(b) requiring the discovery and production of documents;
(c) receiving evidence on affidavits;
(d) subject to the provisions of section 123 and section 124 of the Indian Evidence Act,
1872 (1 of 1872), requisitioning any public record or document or a copy of such
record or document, from any office;
(e)
(f)
(g)
(h)
(i)

(3)

issuing commissions for the examination of witnesses or documents;
reviewing its decisions;
dismissing an application for default or deciding it, ex parte;
setting aside any order of dismissal of any application for default or any order
passed by it, ex parte; and
any other matter which may be prescribed.

Every proceeding before the Appellate Tribunal shall be deemed to be a judicial
proceeding within the meaning of sections 193 and 228, and for the purposes of section
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196 of the Indian Penal Code, 1860 (45 of 1860) and the Appellate Tribunal shall be
deemed to be a civil court for the purposes of section 195 and Chapter XXVI of the Code
of Criminal Procedure, 1973 (2 of 1974).
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88.

Orders passed by Appellate Tribunal to be executable as a decree.—
(1)

An order passed by the Appellate Tribunal under this Act shall be executable by the
Appellate Tribunal as a decree of civil court, and for this purpose, the Appellate Tribunal
shall have all the powers of a civil court.

(2)

Notwithstanding anything contained in sub-section (1), the Appellate Tribunal may
transmit any order made by it to a civil court having local jurisdiction and such civil court
shall execute the order as if it were a decree made by that court.

Appeal to Supreme Court of India.—
(1)

Notwithstanding anything contained in the Code of Civil Procedure, 1908 (5 of 1908) or
in any other law, an appeal shall lie against any order of the Appellate Tribunal to the
Supreme Court of India.

(2)

No appeal shall lie against any decision or order made by the Appellate Tribunal with the
consent of the parties.

(3)

Every appeal under this section shall be preferred within a period of ninety days from the
date of the decision or order appealed against.

(4)

Notwithstanding sub-section (3), the Supreme Court of India may entertain the appeal
after the expiry of the said period of ninety days, if it is satisfied that the appellant was
prevented by sufficient cause from preferring the appeal in time.

Right to legal representation.—

The applicant or appellant may either appear in person or authorise one or more legal practitioners or any
of its officers to present her or its case before the Appellate Tribunal.
Explanation.- For the purposes of this section, “legal practitioner" includes an advocate, or an attorney
and includes a pleader in practice.

89.

Civil court not to have jurisdiction.—

No civil court shall have jurisdiction to entertain any suit or proceeding in respect of any matter which the
Appellate Tribunal is empowered by or under this Act to determine and no injunction shall be granted by
any court or other authority in respect of any action taken or to be taken in pursuance of any power
conferred by or under this Act.
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Cornellia Chambers comment: It is not clear as to whether the civil court can take up matters over
which the adjudicating officers have jurisdiction.

CHAPTER XIII
OFFENCES

90.

Obtaining, transferring or selling of personal data contrary to the Act.—

Any person who alone or jointly with others, knowingly or intentionally or recklessly, in contravention of
the provisions of this Act—
(a)
(b)
(c)
(d)

obtains personal data; or
discloses personal data; or
transfers personal data to another person; or
sells or offers to sell personal data to another person,

which results in significant harm to a data principal, then such person shall be punishable with
imprisonment for a term not exceeding three years or shall be liable to a fine which may extend up to
rupees two lakh or both.
Cornellia Chambers Comment: It is not clear as to how this ‘significant harm’ will be measured.
This definition is very wide and vague and will lead to several interpretation difficulties and delay
in proceedings. It will be an impediment to the successful implementation of the data protection
law.
Illustrations for ‘mental injury’ due to harm and significant harm must be provided in the data
protection law because the jurisprudence around mental injury is at a nascent stage in India
91.

Obtaining, transferring or selling of sensitive personal data contrary to the Act.—

Any person who alone or jointly with others, knowingly or intentionally or recklessly, in contravention of
the provisions of this Act—
(a)
(b)
(c)

obtains sensitive personal data; or
discloses sensitive personal data; or
transfers sensitive personal data to another person; or
(d)
sells or offers to sell sensitive personal data to another person,

61.

which results in harm to a data principal, then such person shall be punishable with imprisonment for a
term not exceeding five years or shall be liable to a fine which may extend up to rupees three lakhs or
both.
92.

Re-identification and processing of de-identified personal data. —
(1)

Any person who, knowingly or intentionally or recklessly—
(a)
(b)

re-identifies personal data which has been de-identified by a data fiduciary or a
data processor, as the case may be; or
re-identifies and processes such personal data as mentioned in clause (a)

without the consent of such data fiduciary or data processor, then such person shall be punishable
with imprisonment for a term not exceeding three years or shall be liable to a fine which may
extend up to rupees two lakh or both.
(2)

Nothing contained in sub-section (1) shall render any such person liable to any
punishment provided under this section, if she proves that—
(a)
(b)

the personal data belongs to the person charged with the offence under sub-section
(1); or
the data principal whose personal data is in question has explicitly consented to
such re-identification or processing as per the provisions of this Act.

Cornellia Chambers Comment: This is a serious offence and highest penalty prescribed
under this proposed law must be prescribed. It must be kept in mind that the persons
committing this nature of an offence will typically be entities/persons that will be highly
aware (or will have the resources to educate themselves about the obligations under this
data protection law) and financially very sound, and in addition may also be influential.
Such paltry penalty will not have a deterrent effect on them.
Furthermore, it has been noticed that where imprisonment is only an alternative penalty, it
is rarely ever ordered.
93.

Offences to be cognizable and non-bailable.—

Notwithstanding anything contained in the Code of Criminal Procedure, 1973 (2 of 1974), an offence
punishable under this Act shall be cognizable and non-bailable.

94.

Power to investigate offences.—

Notwithstanding anything contained in the Code of Criminal Procedure, 1973 (2 of 1974), a police officer
not below the rank of Inspector shall investigate any offence under this Act.

95.

Offences by companies.—
(1)

Where an offence under this Act has been committed by a company, every person who, at
the time the offence was committed was in charge of, and was responsible to, the
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company for the conduct of the business of the company, as well as the company, shall be
deemed to be guilty of the offence and shall be liable to be proceeded against and
punished accordingly.
(2)

Nothing contained in sub-section (1) shall render any such person liable to any
punishment provided in this Act, if she proves that the offence was committed without
her knowledge or that she had exercised all due diligence to prevent the commission of
such offence.

(3)

Notwithstanding anything contained in sub-section (1), where an offence under this Act
has been committed by a company and it is proved that the offence has been committed
with the consent or connivance of, or is attributable to any neglect on the part of, any
director, manager, secretary or other officer of the company, such director, manager,
secretary or other officer shall also be deemed to be guilty of the offence and shall be
liable to be proceeded against and punished accordingly.
Explanation.- For the purpose of this section—
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(a)

“company” means any body corporate, and includes—
(i)
a firm; and
(ii) an association of persons or a body of individuals whether incorporated or
not.

(b)

“director” in relation to—
(i)
a firm, means a partner in the firm;
(ii) an association of persons or a body of individuals, means any member
controlling affairs thereof.

Offences by Central or State Government departments. —
(1)

Where an offence under this Act has been committed by any department of the Central or
State Government,or any authority of the State, the head of the department or authority
shall be deemed to be guilty of the offence and shall be liable to be proceeded against and
punished accordingly.

(2)

Nothing contained in sub-section (1) shall render any such person liable to any
punishment provided in this Act, if she proves that the offence was committed without
her knowledge or that she had exercised all due diligence to prevent the commission of
such offence.

(3)

Notwithstanding anything contained in sub-section (1), where an offence under this Act
has been committed by a department of the Central or State Government, or any authority
of the State and it is proved that the offence has been committed with the consent or
connivance of, or is attributable to any neglect on the part of, any officer, other than the
head of the department or authority, such officer shall also be deemed to be guilty of the
offence and shall be liable to be proceeded against and punished accordingly.

Cornellia Chambers comment: The proposed law considers the abovementioned offences
as cognizable (arrest without warrant) and non-bailable offences and a police officer not
below the rank of an inspector is required to investigate it.
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From a holistic reading of chapter XIII of the proposed law, it appears that for
contravention of these offenses, a criminal complaint will be filed. Clarity is needed on
whether the adjudicating officer or Appellate Tribunal will have the power to decide such
matters.
CHAPTER XIV
TRANSITIONAL PROVISIONS

97.

Transitional provisions and commencement. —
(1)

For the purposes of this Chapter, the term „notified date‟ refers to the date notified by the
Central Government under sub-section (3) of section 1.

(2)

The notified date shall be any date within twelve months from the date of enactment of
this Act.

(3)

The following provisions shall come into force on the notified date—
(a)
(b)
(c)

Chapter X;
Section 107; and
Section 108.

(4)

The Central Government shall, no later than threemonths from the notified date establish
the Authority.

(5)

The Authority, shall, no later than twelve months from the notified date, notify the
grounds of processing personal data in respect of the activities listed in sub-section (2) of
section 17.

(6)

The Authority, shall, no later than twelve months from the notified date issue codes of
practice on the following matters—
(a)
(b)
(c)
(d)
(e)
(f)
(g)
(h)
(i)
(j)

notice under section 8;
data quality under section 9;
storage limitation under section 10;
processing of personal data under Chapter III;
processing of sensitive personal data under Chapter IV;
security safeguards under section 31;
research purposes under section 45;
exercise of data principal rights under Chapter VI;
methods of de-identification and anonymisation; and
transparency and accountability measures under chapter VII.

(7)

Section 40 shall come into force on such date as is notified by the Central Government
for the purpose of that section.

(8)

The remaining provisions of the Act shall come into force eighteen months from the
notified date.
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CHAPTER XV
MISCELLANEOUS

98.

99.

Power of Central Government to issue directions in certain circumstances. —
(1)

The Central Government may, from time to time, issue to the Authority such directions as
it may think necessary in the interest of the sovereignty and integrity of India, the security
of the State, friendly relations with foreign States or public order.

(2)

Without prejudice to the foregoing provisions of this Act, the Authority shall, in exercise
of its powers or the performance of its functions under this Act, be bound by such
directions on questions of policy as the Central Government may give in writing to it
from time to time:

(3)

Any direction issued by the Central Government shall, as far as practicable, be given,
after providing an opportunity to the Authority to express its views in this regard.

(4)

The decision of the Central Government on whether a question is one of policy or not,
shall be final.

Members, etc., to be public servants. —

The chairperson, members, officers and employees of the Authority and the Appellate Tribunal shall be
deemed, when acting or purporting to act in pursuance of any of the provisions of this Act, to be public
servants within the meaning of section 21 of the Indian Penal Code, 1860 (45 of 1860).
100.

Protection of action taken in good faith. —

No suit, prosecution or other legal proceedings shall lie against the Authority or its chairperson, member,
employee or officer for anything which is done in good faith or intended to be done under this Act, or the
rules prescribed, or the regulations specified thereunder.
101.

Exemption from tax on income. —

Notwithstanding anything contained in the Income Tax Act, 1961 (43 of 1961) or any other enactment for
the time being in force relating to tax on income, profits or gains, as the case may be, the Authority shall
not be liable to pay income tax or any other tax in respect of its income, profits or gains derived.
102.

Delegation. —

The chairperson of the Authority may, by general or special order in writing delegate to any member or
officer of the Authority subject to such conditions, if any, as may be specified in the order, such of its
powers and functions under this Act except the powers under section 108 as it may deem necessary.

103.

Power to remove difficulties. —
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104.

(1)

If any difficulty arises in giving effect to the provisions of this Act, the Central
Government may, by order, published in the Official Gazette, make such provisions not
inconsistent with the provisions of this Act as may appear to be necessary or expedient
for removing the difficulty.

(2)

No such order shall be made under this section after the expiry of five years from the
commencement of this Act.

(3)

Every order made under this section shall be laid, as soon as may be after it is made,
before each House of Parliament.

Power to exempt certain data processors.—
The Central Government may, by notification, exempt from the application of this Act or any
provisions of this Act, processing of personal data of data principals not within the territory of
India, pursuant to any contract entered into with any person outside the territory of India,
including any company incorporated outside the territory of India, by any data processor or any
class of data processors incorporated under Indian law.

105.

No application to non-personal data
Nothing contained in this Act shall affect the power of the Central Government to formulate
appropriate policies for the digital economy, including measures for its growth, security, integrity,
prevention of misuse,insofar as such policies do not govern personal data.

106.

Bar on processing certain forms of biometric data
No data fiduciary shall process such biometric data as may be notified by the Central
Government, unless such processing is permitted by law.

107.

Power to make rules. —
(1)

The Central Government may, by notification, make rules to carry out the purposes of
this Act.

(2)

In particular, and without prejudice to the generality of the foregoing power, such rules
may provide for all or any of the following matters, namely—
(a)
(b)
(c)

the form and manner in which an application to exercise the right under sub-section
(4) of Section 27;
the manner of review of the order passed by the Adjudicating Officer under subsection (5) of section 27;
the manner in which a complaint with the adjudication wing may be filed under
sub-section (4) of section 39;
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(d)

the countries, sectors within a country, or international organisations to which
transfers may be permitted under clause (b) of sub-section (1) of section 41;
(e) the time period of notification to the Authority under sub-section (4) of section 41
of the transfer of personal data to a particular country as permitted under clause (b)
of sub-section (3) of section 41;
(f)
the amount of turnover for a data fiduciary to qualify as a small entity under clause
(a) of sub-section (2) of section 48;
(g) the place of establishment and incorporation of the head office of the Authority as
under sub-section (3) of section 49;
(h) procedure to be followed by the selection committeeunder sub-section (3) of
section 50;
(i)
the salaries and allowances payable to, and other terms and conditions of service of
the chairperson and the members of the Authority under sub-section (2) of section
51;
(j)
the times and places for, and the rules and procedures in regard to, transaction of
business at the meetings of the Authority under sub-section (1) of section 54;
(k) the form of accounts, other relevant records and annual statement of accounts under
sub-section (1) of section 58;
(l)
the intervals at which the accounts of the Authority will be audited under subsection (2) of section 58;
(m) the time in which, and the form and manner in whichthe returns, statements, and
particulars are to be furnished to the Central Government under sub-section (1) of
section 59;
(n) the time in which, and the form in which an annual report is to be prepared by the
Authority and forwarded to the Central Government under sub-section (2) of
section 59;
(o) other functions of the Authority under clause (x) of sub-section (2) of section 60;
(p) other matters under clause (e) of sub-section (3) of section 60 in respect of which
the Authority shall have powers under the Code of Civil Procedure, 1908 (5 of
1908) that are vested in a civil court while trying a suit;
(q) the procedure of issuance of a code of practice under sub-section (4) of section 61;
(r)
the manner in which the Authority may review, modify or revoke a code of practice
under sub-section (9) of section 61;
(s) the manner in which the Authority shall maintain a register containing details of the
codes of practice under sub-section (10) of section 61;
(t)
the process for search and seizure under sub-section (11) of section 66;
(u) the number of Adjudicating Officers that the adjudication wing will consist of
under sub-section (2) of section 68;
(v) the qualification, manner and terms of appointment, and jurisdiction of
Adjudicating Officers to ensure their independence, and the procedure for carrying
out adjudication under this Act and other such requirements as deemed fit by the
Central Government under sub-section (2) of section 68;
(w) the manner in which the Adjudicating Officer will conduct an inquiry under subsection (1) of section 74;
(x) the form and manner of instituting a complaint under sub-section (2) of section 75;
(y) the procedure for hearing of a complaint and the limit on the amount of
compensation under sub-section (8) of section 75;
(z) the qualifications, appointment, term of office, salaries and allowances, resignation,
removal and the other terms and conditions of service of the chairperson and any
member of the Appellate Tribunal under sub-section (1) of section 80;
(aa) the procedure of filling of vacancies in the Appellate Tribunal under section 81;
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(bb) the salaries and allowances and other conditions of service of the officers and
employees of the Appellate Tribunal under sub-section (3) of section 82;
(cc) the form, manner and fee for filing an appeal or application, as the case may be,
with the Appellate Tribunal under sub-section (1) of section 84; and
(dd) other matters under clause (i) of sub-section (2) of section 85 in respect of which
the Appellate Tribunal shall have powers under the Code of Civil Procedure, 1908
(5 of 1908) that are vested in a civil court while trying a suit.

108.

Power to make regulations. —
(1)

The Authority may, by notification, make regulations consistent with this Act and the
rules prescribed thereunder to carry out the purposes of this Act.

(2)

In particular and without prejudice to the generality of the foregoing power, such
regulations may provide for all or any of the following matters, namely:
(a)
(b)
(c)
(d)
(e)
(f)

(g)

(h)
(i)
(j)
(k)
(l)

(m)

information required to be provided by the data fiduciary to the data principal in its
notice under clause (n) of sub-section (1) of section 8;
manner in which the personal data retained by the data fiduciary must be deleted
under sub-section (4) of section 10;
reasonable purposes for which personal data may be processed in accordance with
sub-section (2) of section17;
safeguards as may be appropriate for protecting the rights of data principals under
sub-section (3) of section17;
any further categories of sensitive personal data and further grounds on which such
data may be processed under sub-section (1) of section 22;
such additional safeguards or restrictions applicable to processing of sensitive
personal data and any further categories of personal data where there is repeated,
continuous, systematic collection for the purposes of profiling and such additional
safeguards required under sub-section (3) of section 22;
the additional factors necessary for determining the appropriateness of age
verification mechanisms to be incorporated by a data fiduciary processing the
personal data and sensitive personal data of children under sub-section (3) of
section 23;
practices that may be undertaken by data fiduciaries offering counseling or child
protection services under sub-section (6) of section 23;
the time period within which a data fiduciary must comply with a request made
under sub-section (3) of section 28;
the time period within which a data principal may file a complaint under subsection (4) of section 28;
the form in which the data fiduciary is required to make available to the data
principal information under sub-section (1) of section 30;
the manner by which a data fiduciary shall notify the data principal regarding
important operations in the processing of personal data under sub-section (2) of
section 30;
the manner of periodic review of security safeguards to be undertaken by the data
fiduciary and the data processor under sub-section (2) of section 31;
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(n)

(o)

(p)
(q)
(r)
(s)
(t)
(u)
(v)
(w)
(x)
(y)
(z)
(aa)

(bb)
(cc)
(dd)
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the circumstances or classes of data fiduciaries or processing operations where it is
mandatory to carry out data protection impact assessments under sub-section (2) of
section 33;
the instances where a data auditor under this Act shall be engaged by the data
fiduciary to undertake a data protection impact assessment under sub-section (2) of
section 33;
the manner in which the data fiduciary shall submit the data protection impact
assessment to the Authority under sub-section (4) of section 33;
any aspect of processing for which records shall be maintained under clause (d) of
sub-section (1) of section 34;
the form in which records shall be maintained under sub-section (2) of section 34;
the factors to be taken into consideration while evaluating the compliance of data
fiduciaries with the provisions of this Act under sub-section (2) of section 35;
the form, manner and procedure by which data audits shall be conducted under subsection (3) of section 35;
criteria on the basis of which rating in the form of a data trust score may be
assigned to a data fiduciary under sub-section (6) of section 35;
the eligibility, qualifications and functions to be performed by data auditors under
sub-section (4) of section 35;
the eligibility and qualification of a data protection officer under sub-section (3) of
section 36;
the registration requirements of significant data fiduciaries under sub-section (2) of
section 38;
the manner of certification and time period within which transfer of personal data
shall be notified to the Authority under sub-section (6) of section 41;
the provisions of the Act which may be exempted for different categories of
research, archival or statistical purposes under sub-section (1) of section 45;
the remuneration, salary or allowances and other terms and conditions of service of
such officers, employees, consultants and experts under sub-section (2) of section
56;
any other fees and charges for carrying out purposes of this Act under clause (t) of
sub-section (2) of Section 60;
the manner in which information shall be provided to the authority by the data
fiduciary under sub-section (3) of Section 63; and
any other matter which is required to be, or may be specified,or in respect of which
provision is to be or may be made by regulations.

Rules and Regulations to be laid before Parliament.—

Every rule and regulation made under this Act shall be laid, as soon as may be after it is made, before
each House of Parliament, while it is in session, for a total period of thirty days which may be comprised
in one session or in two or more successive sessions, and if, before the expiry of the session immediately
following the session or the successive sessions aforesaid, both Houses agree in making any modification
in the rule or regulation or, both Houses agree that the rule or regulation should not be made, the rule or
regulation shall thereafter have effect only in such modified form or be of no effect, as the case may be;
so, however, that any such modification or annulment shall be without prejudice to the validity of
anything previously done under that rule or regulation.
110.

Overriding effect of this Act. —
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Save as otherwise expressly provided under this Act, the provisions of this Act shall have an overriding
effect to the extent that such provisions are inconsistent with any other law for the time being in force or
any instrument having effect by virtue of any such law.
111.

Amendment of Act 21 of 2000. —

The Information Technology Act, 2000 (21 of 2000) shall be amended in the manner set out in the First
Schedule to this Act.
112.

Amendment of Act 22 of 2005. —

The Right to Information Act, 2005 (22 of 2005) shall be in the manner set out in the SecondSchedule to
this Act.
THE FIRST SCHEDULE

(See Section 111)
AMENDMENT TO THE INFORMATION TECHNOLOGY ACT,

2000

(21 of 2000)

1.
2.

Deletion of section 43A. — Section 43A of the Information Technology Act, 2000 (hereinafter
referred to as the principal Act) shall be omitted.
Amendment of section 87. — In section 87 of the principal Act, in sub-section (2), clause (ob)
shall be omitted.
THE SECONDSCHEDULE

(SEE SECTION 112)
AMENDMENT TO THE RIGHT TO INFORMATION ACT,

2005

(22 OF 2005)

1. Amendment of section 8. — In place of the current clause (j) of sub-section (1) of section 8
of the Right to Information Act, 2005 the following clause (j) of sub-section (1) of section 8 shall
be substituted, namely:—
“(j) information which relates to personal data which is likely to cause harm to a data principal,
where such harm outweighs the public interest in accessing such information having due regard
to the common good of promoting transparency and accountability in the functioning of the
public authority;
Provided, disclosure of information under this clause shall be notwithstanding anything
contained in the Personal Data Protection Act, 2018;
Provided further, that the information, which cannot be denied to the Parliament or a State
Legislature shall not be denied to any person.
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Explanation. —For the purpose of this section, the terms „personal data‟, „data principal‟, and
„harm‟ shall have the meaning assigned to these terms in the Personal Data Protection Act,
2018.”
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